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CHAPTER

10

1.

Control and Accounting
Information Systems

LEARNING OBJECTIVES

After studying this chapter, you should be able to:

Explain basic control concepts and explain why computer control and security
are important.

Compare and contrast the COBIT, COSO, and ERM control frameworks.
Describe the major elements in the control environment of a company.

Describe the control objectives companies need to set and how to identify
threats that affect organizational uncertainty.

Explain how to assess and respond to risk using the Enterprise Risk Manage-
ment (ERM) model.

Describe control activities commonly used in companies.

Describe how to communicate information and monitor control processes in
organizations.

Jason Scott, an internal auditor for Northwest Industries, is auditing Springer’s Lumber &

Supply, Northwest’s building materials outlet in Bozeman, Montana. His supervisor, Maria

Pilier, asked him to trace a sample of purchase transactions from purchase requisition to

cash disbursement to verify that proper control procedures were followed. Jason is frustrated

with this task, and for good reasons:

The purchasing system is poorly documented.

He keeps finding transactions that have not been processed as Ed Yates, the accounts
payable manager, said they should be.

Purchase requisitions are missing for several items personally authorized by Bill
Springer, the purchasing vice president.

Some vendor invoices have been paid without supporting documents, such as pur-
chase orders and receiving reports.
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o Prices for some items seem unusually high, and there are a few discrepancies in item
prices between the vendor invoice and the corresponding purchase order.

Yates had a logical answer for every question Jason raised and advised Jason that the real
world is not as tidy as the world portrayed in college textbooks. Maria also has some concerns:

Springer’s is the largest supplier in the area and has a near monopoly.
Management authority is held by the company president, Joe Springer, and his two
sons, Bill (the purchasing vice president) and Ted (the controller). Several relatives
and friends are on the payroll. Together, the Springers own 10% of the company.

o Lines of authority and responsibility within the company are loosely defined and
confusing.

® Maria believes that Ted Springer may have engaged in “creative accounting” to make
Springer’s one of Northwest’s best-performing retail outlets.

After talking to Maria, Jason ponders the following issues:

1. Because Ed Yates had a logical explanation for every unusual transaction, should
Jason describe these transactions in his report?

2. Isaviolation of control procedures acceptable if management has authorized it?

3. Maria’s concerns about Springer’s loosely defined lines of authority and possible use
of “creative accounting” are matters of management policy. With respect to Jason’s
control procedures assignment, does he have a professional or an ethical responsi-
bility to get involved?

Introduction

WHY THREATS TO ACCOUNTING INFORMATION SYSTEMS ARE INCREASING

In most years, more than 60% of organizations experience a major failure in controlling the se-
curity and integrity of their computer systems. Reasons for the failures include the following:

o Information is available to an unprecedented number of workers. Chevron, for example,
has more than 35,000 PCs.

o Information on distributed computer networks is hard to control. At Chevron, informa-
tion is distributed among many systems and thousands of employees worldwide. Each
system and each employee represent a potential control vulnerability point.

o Customers and suppliers have access to each other’s systems and data. For example,
Walmart allows vendors to access their databases. Imagine the confidentiality problems
as these vendors form alliances with Walmart competitors.

323



324 PART 11

threat - Any potential adverse

occurrence or unwanted event
that could injure the AlS or the
organization.

exposure/impact - The potential
dollar loss if a particular threat
becomes a reality.

likelihood/risk - The probability
that a threat will come to pass.

internal controls - The processes
and procedures implemented to
provide reasonable assurance
that control objectives are met.

preventive controls - Controls
that deter problems before they
arise.

detective controls - Controls
designed to discover con-
trol problems that were not
prevented.

corrective controls - Controls

that identify and correct prob-
lems as well as correct and re-
cover from the resulting errors.

general controls - Controls de-
signed to make sure an organi-
zation’s information system and
control environment is stable
and well managed.

application controls - Controls
that prevent, detect, and cor-
rect transaction errors and fraud
in application programs.

CONTROL OF ACCOUNTING INFORMATION SYSTEMS

Organizations have not adequately protected data for several reasons:

Some companies view the loss of crucial information as a distant, unlikely threat.

The control implications of moving from centralized computer systems to Internet-based
systems are not fully understood.

Many companies do not realize that information is a strategic resource and that protect-
ing it must be a strategic requirement. For example, one company lost millions of dollars
because it did not protect data transmissions. A competitor tapped into its phone lines
and obtained faxes of new product designs.

Productivity and cost pressures motivate management to forgo time-consuming control
measures.

Any potential adverse occurrence is called a threat. The potential dollar loss from a threat
is called the exposure/impact. The probability that it will happen is called the likelihood/risk
of the threat.

Overview of Control Concepts

Internal controls are the processes implemented to provide reasonable assurance that the fol-
lowing control objectives are achieved:

Safeguard assets—prevent or detect their unauthorized acquisition, use, or disposition.
Maintain records in sufficient detail to report company assets accurately and fairly.
Provide accurate and reliable information.

Prepare financial reports in accordance with established criteria.

Promote and improve operational efficiency.

Encourage adherence to prescribed managerial policies.

Comply with applicable laws and regulations.

Internal control is a process because it permeates an organization’s operating activities and
is an integral part of management activities. Internal control provides reasonable assurance—
complete assurance is difficult to achieve and prohibitively expensive. In addition, internal
control systems have inherent limitations, such as susceptibility to simple errors and mistakes,
faulty judgments and decision making, management overrides, and collusion.

Developing an internal control system requires a thorough understanding of information
technology (IT) capabilities and risks, as well as how to use IT to achieve an organization’s con-
trol objectives. Accountants and systems developers help management achieve their control ob-
jectives by (1) designing effective control systems that take a proactive approach to eliminating
system threats and that detect, correct, and recover from threats when they occur; and (2) making
it easier to build controls into a system at the initial design stage than to add them after the fact.

Internal controls perform three important functions:

1. Preventive controls deter problems before they arise. Examples include hiring qualified
personnel, segregating employee duties, and controlling physical access to assets and
information.

2. Detective controls discover problems that are not prevented. Examples include duplicate
checking of calculations and preparing bank reconciliations and monthly trial balances.

3. Corrective controls identify and correct problems as well as correct and recover from
the resulting errors. Examples include maintaining backup copies of files, correcting data
entry errors, and resubmitting transactions for subsequent processing.

Internal controls are often segregated into two categories:

1. General controls make sure an organization’s control environment is stable and well
managed. Examples include security; IT infrastructure; and software acquisition, devel-
opment, and maintenance controls.

2. Application controls prevent, detect, and correct transaction errors and fraud in application
programs. They are concerned with the accuracy, completeness, validity, and authorization
of the data captured, entered, processed, stored, transmitted to other systems, and reported.
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Robert Simons, a Harvard business professor, has espoused four levers of control to help
management reconcile the conflict between creativity and controls.

1. A belief system describes how a company creates value, helps employees understand
management’s vision, communicates company core values, and inspires employees to live
by those values.

2. A boundary system helps employees act ethically by setting boundaries on employee be-
havior. Instead of telling employees exactly what to do, they are encouraged to creatively
solve problems and meet customer needs while meeting minimum performance standards,
shunning off-limit activities, and avoiding actions that might damage their reputation.

3. A diagnostic control system measures, monitors, and compares actual company prog-
ress to budgets and performance goals. Feedback helps management adjust and fine-tune
inputs and processes so future outputs more closely match goals.

4. An interactive control system helps managers to focus subordinates’ attention on key
strategic issues and to be more involved in their decisions. Interactive system data are
interpreted and discussed in face-to-face meetings of superiors, subordinates, and peers.

Regrettably, not all organizations have an effective internal control system. For instance,
one report indicated that the FBI is plagued by IT infrastructure vulnerabilities and security
problems, some of which were identified in an audit 16 years previously. Specific areas of
concern were security standards, guidelines, and procedures; segregation of duties; access
controls, including password management and usage; backup and recovery controls; and soft-
ware development and change controls.

THE FOREIGN CORRUPT PRACTICES AND SARBANES-OXLEY ACTS

In 1977, the Foreign Corrupt Practices Act (FCPA) was passed to prevent companies from
bribing foreign officials to obtain business. Congress incorporated language from an American
Institute of Certified Public Accountants (AICPA) pronouncement into the FCPA that required
corporations to maintain good systems of internal control. Unfortunately, these requirements
were not sufficient to prevent further problems.

Companies who violate the FCPA are subject to fines. Recently, a large multinational U.S.
bank agreed to pay a $264 million fine for allegedly hiring the children of Chinese rulers, who
were not qualified for the jobs they were given, to win business from the Chinese government.
Another example is Odebrecht, a Brazilian conglomerate, who was required to pay a record
$2.6 billion fine to Brazil, the United States, and Switzerland for paying kickbacks to govern-
ment officials and Petrobras management in return for oil and gas contracts. The corruption was
so bad that authorities set the fine amount as high as they thought it was possible for Odebrecht
to pay without having to declare bankruptcy. In the aftermath of the Petrobras corruption scan-
dal, Odebrecht’s CEO was sentenced to 19 years in jail and Brazil’s president was impeached.

In the late 1990s and early 2000s, news stories were reporting accounting frauds at Enron,
WorldCom, Xerox, Tyco, Global Crossing, Adelphia, and other companies. When Enron, with
$62 billion in assets, declared bankruptcy in December 2001, it was the largest bankruptcy in
U.S. history. In June 2002, Arthur Andersen, once the largest CPA firm, collapsed. The Enron
bankruptcy was dwarfed when WorldCom, with more than $100 billion in assets, filed for
bankruptcy in July 2002. In response to these frauds, Congress passed the Sarbanes—Oxley
Act (SOX) of 2002. SOX applies to publicly held companies and their auditors and was de-
signed to prevent financial statement fraud, make financial reports more transparent, protect
investors, strengthen internal controls, and punish executives who perpetrate fraud.

SOX is the most important business-oriented legislation in the last 80 years. It changed
the way boards of directors and management operate and had a dramatic impact on CPAs who
audit them. The following are some of the most important aspects of SOX:

Public Company Accounting Oversight Board (PCAOB). SOX created the Public
Company Accounting Oversight Board (PCAOB) to control the auditing profession.
The PCAOB sets and enforces auditing, quality control, ethics, independence, and other
auditing standards. It consists of five people who are appointed by the Securities and
Exchange Commission (SEC).

belief system - System that de-
scribes how a company creates
value, helps employees under-
stand management'’s vision,
communicates company core
values, and inspires employees
to live by those values.

boundary system - System that
helps employees act ethically
by setting boundaries on em-
ployee behavior.

diagnostic control system -
System that measures, moni-
tors, and compares actual
company progress to budgets
and performance goals.

interactive control system -
System that helps managers to
focus subordinates’ attention on
key strategic issues and to be
more involved in their decisions.

Foreign Corrupt Practices Act
(FCPA) - Legislation passed to
prevent companies from bribing
foreign officials to obtain busi-
ness; also requires all publicly
owned corporations maintain a
system of internal accounting
controls.

Sarbanes-Oxley Act (SOX) -
Legislation intended to prevent
financial statement fraud, make
financial reports more trans-
parent, provide protection to
investors, strengthen internal
controls at public companies,
and punish executives who per-
petrate fraud.

Public Company Accounting
Oversight Board (PCAOB) - A
board created by SOX that reg-
ulates the auditing profession;
created as part of SOX.
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Control Objectives for Informa-
tion and Related Technology
(COBIT) - A security and con-
trol framework that allows (1)
management to benchmark the
security and control practices of
IT environments, (2) users of IT
services to be assured that ade-
quate security and control exist,
and (3) auditors to substantiate
their internal control opinions
and advise on IT security and
control matters.

CONTROL OF ACCOUNTING INFORMATION SYSTEMS

New rules for auditors. Auditors must report specific information to the company’s
audit committee, such as critical accounting policies and practices. SOX prohibits audi-
tors from performing certain nonaudit services, such as information systems design and
implementation. Audit firms cannot provide services to companies if top management
was employed by the auditing firm and worked on the company’s audit in the preceding
12 months.

New roles for audit committees. Audit committee members must be on the company’s
board of directors and be independent of the company. One member of the audit commit-
tee must be a financial expert. The audit committee hires, compensates, and oversees the
auditors, who report directly to them.

New rules for management. SOX requires the CEO and CFO to certify that (1) finan-
cial statements and disclosures are fairly presented, were reviewed by management, and
are not misleading; and that (2) the auditors were told about all material internal control
weaknesses and fraud. If management knowingly violates these rules, they can be pros-
ecuted and fined. Companies must disclose, in plain English, material changes to their
financial condition on a timely basis.

New internal control requirements. Section 404 requires companies to issue a report
accompanying the financial statements stating that management is responsible for es-
tablishing and maintaining an adequate internal control system. The report must contain
management’s assessment of the company’s internal controls, attest to their accuracy,
and report significant weaknesses or material noncompliance.

After SOX was passed, the SEC mandated that management must:

Base its evaluation on a recognized control framework. The most likely frameworks,
formulated by the Committee of Sponsoring Organizations (COSO), are discussed in this
chapter.

Disclose all material internal control weaknesses.

Conclude that a company does not have effective financial reporting internal controls if
there are material weaknesses.

Control Frameworks

This section discusses three frameworks used to develop internal control systems.

COBIT FRAMEWORK

The Information Systems Audit and Control Association (ISACA) developed the Control
Objectives for Information and Related Technology (COBIT) framework. COBIT con-
solidates control standards from many different sources into a single framework that allows
(1) management to benchmark security and control practices of IT environments, (2) users to
be assured that adequate IT security and controls exist, and (3) auditors to substantiate their
internal control opinions and to advise on IT security and control matters.

The COBIT 2019 framework describes best practices for the effective governance and
management of IT. COBIT 2019 is based on the following five key principles of IT gover-
nance and management. These principles help organizations build an effective governance and
management framework that protects stakeholders’ investments and produces the best pos-
sible information system.

1. Meeting stakeholder needs. This helps users customize business processes and proce-
dures to create an information system that adds value to its stakeholders. It also allows the
company to create the proper balance between risk and reward.

2. Covering the enterprise end-to-end. This does not just focus on the IT operation, it inte-
grates all IT functions and processes into companywide functions and processes.
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3. Applying a single, integrated framework. This can be aligned at a high level with other
standards and frameworks so that an overarching framework for IT governance and man-
agement is created.

4. Enabling a holistic approach. This provides a holistic approach that results in effective
governance and management of all IT functions in the company.

5. Separating governance from management. This distinguishes between governance and
management.

As shown in Figure 10-1, there are five governance and management objectives in COBIT
2019. The objective of governance is to create value by optimizing the use of organizational re-
sources to produce desired benefits in a manner that effectively addresses risk. Governance is the
responsibility of the board of directors who (1) evaluate stakeholder needs to identify objectives,
(2) provide management with direction by prioritizing objectives, and (3) monitor management’s
performance.

Management is responsible for planning, building, running, and monitoring the activities
and processes used by the organization to pursue the objectives established by the board of
directors. Management also periodically provides the board of directors with feedback that
can be used to monitor achievement of the organization’s objectives and, if necessary, to re-
evaluate and perhaps modify those objectives.

The governance and management of IT are ongoing processes. The board of directors and
management monitor the organization’s activities and use that feedback to modify existing
plans and procedures or develop new strategies to respond to changes in business objectives
and new developments in IT.

COBIT 2019 is a comprehensive framework that helps enterprises achieve their IT gover-
nance and management objectives. This comprehensiveness is one of the strengths of COBIT
2019 and underlies its growing international acceptance as a framework for managing and
controlling information systems.

Figure 10-2 is the COBIT 2019 process reference model. The model identifies the five
governance processes (referred to as evaluate, direct and monitor—or EDM) and 35 man-
agement processes. The 35 management processes are broken down into the following four
domains:

1. Align, plan, and organize (APO).

2. Build, acquire, and implement (BAI).
3. Deliver, service, and support (DSS).
4. Monitor, evaluate, and assess (MEA).

It is not possible to cover all of COBIT 2019 in this text. Instead, in Chapters 11 through
13 we focus on the portions of COBIT 2019 most directly relevant to accountants, auditors,
and accounting information systems. This includes the business processes and control ac-
tivities that affect the accuracy of an organization’s financial statements and its compliance
with external regulations such as SOX, the Health Insurance Portability and Accountability
Act (HIPAA), and the security standards mandated by the credit card industry.

N\ [ )
Governance Management
objectives objectives
EDM APO BAI DSS MEA
Evaluate, Direct, Align, Plan, and Build, Acquire, and | | Deliver, Service, and Monitor, Evaluate,
and Monitor Organize Implement Support and Assess
Evaluate strategic Organization, Definition, Operational Performance and
options, direct the strategy, and acquisition, and delivery and conformance
chosen options, and supporting implementation of support of I&T monitoring of I&T.
monitor strategy activities for 1&T. I&T solutions. services.

L achievement. JAS )

FIGURE 10-1
COBIT 2019 Governance
and Management

Objectives

COBIT® 2019. © 2019

ISACA® All rights reserved. Used
by permission of ISACA.



328 PART Il CONTROL OF ACCOUNTING INFORMATION SYSTEMS
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Processes for Management of Enterprise IT

COBIT 2019 Process Reference Model
COBIT® 2019. © 2019 ISACA® All rights reserved. Used by permission from ISACA.

Committee of Sponsoring Or-
ganizations (COSO) - A private-
sector group consisting of the
American Accounting Associa-
tion, the AICPA, the Institute of
Internal Auditors, the Institute
of Management Accountants,
and the Financial Executives
Institute.

Internal Control—Integrated
Framework (IC) - A COSO
framework that defines internal
controls and provides guidance
for evaluating and enhancing
internal control systems.

COSO0’S INTERNAL CONTROL FRAMEWORK

The Committee of Sponsoring Organizations (COSO) consists of the American Ac-
counting Association, the AICPA, the Institute of Internal Auditors, the Institute of Man-
agement Accountants, and the Financial Executives Institute. In 1992, COSO issued
Internal Control—Integrated Framework (IC), which is widely accepted as the author-
ity on internal controls and is incorporated into policies, rules, and regulations used to
control business activities.

In 2013, the IC framework was updated to better deal with current business processes
and technological advancements. For example, in 1992, very few businesses used the Internet,
sent e-mail, or stored their data in the cloud. The revised IC framework also provides users
with more precise guidance on how to implement and document the framework. Many new
examples have been added to clarify framework concepts and make the framework easier to
understand and use. The new IC framework keeps the five components of the original frame-
work and adds 17 principles that build on and support the concepts. Each of the five compo-
nents has at least two and up to five principles.

The five components and 17 principles of the IC framework are summarized in Table 10-1.
Because COSO Internal Control—Integrated Framework is the most commonly used control
framework, the text uses it to explain internal controls. Focus 10-1 explains other COSO
control frameworks.
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FOCUS 10-1

Enterprise Risk Management—Integrated
Framework (ERM)

To improve the risk management process, in 2004 COSO
developed a second control framework called Enterprise
Risk Management—Integrated Framework (ERM). ERM
is the process the board of directors and management
use to set strategy, identify events that may affect the
entity, assess and manage risk, and provide reasonable
assurance that the company achieves its objectives and
goals. The basic principles behind ERM are as follows:

e Companies are formed to create value for their owners.

e Management must decide how much uncertainty it will
accept as it creates value.

e Uncertainty results in risk, which is the possibility that
something negatively affects the company’s ability to
create or preserve value.

e Uncertainty results in opportunity, which is the possi-
bility that something positively affects the company’s
ability to create or preserve value.

e The ERM framework can manage uncertainty as well as
create and preserve value.

Enterprise Risk Management—Integrating
with Strategy and Performance

After ERM was published, new risks emerged and the
complexity of existing risk changed. To address this, the
ERM framework was updated in 2017 and retitled Enter-
prise Risk Management—Integrating with Strategy and
Performance. The new title recognizes and highlights how
important it is to consider risk in setting company strat-
egy and in helping companies improve their performance.
The new framework contains 20 control principles that are
divided into the following five interrelated components:

1. Governance and Culture: Governance sets the or-
ganization’s tone, including oversight responsibilities
for enterprise risk management. Culture relates to a
company’s ethical values, desired behaviors, and un-
derstanding of risk.

2. Strategy and Objective Setting: Strategic planning
should include corporate strategy, objective setting,
and enterprise risk management. A company’s appe-
tite for risk should be aligned with strategy. Business
objectives should be created to put strategy into prac-
tice. Strategies and business objectives should con-
sider the need to identify, assess, and respond to risk.

3. Performance: Entities should identify and assess
the risks that affect its strategy and business objec-
tives, prioritize them based on their risk appetite, and

COSO’s Enterprise Risk Management Frameworks

determine how to respond to each risk. The risk re-
sponse process should include an assessment of the
total amount of risk the entity assumes. Key risk stake-
holders should be informed of the risk assessment and
response process and its findings.

4. Review and Revision: The entity should review the
performance of ERM components to determine how
well they are functioning over time, and determine
what revisions are needed.

5. Information, Communication, and Reporting: It is es-
sential to continuously obtain and share information
from internal and external sources with all necessary
levels of the organization.

The control principles in the five components cover all
aspects of enterprise risk that can accommodate different
viewpoints and operating structures. Adhering to them
provides stakeholders, management, and the board with
a reasonable expectation that the entity understands and
is managing strategy and business objective risks.

Improving Organizational Resiliency: New
Guidance Addresses Environmental,
Social, and Governance-related Risks (ESG)

In 2018, COSO released new ERM guidance: Improving
Organizational Resiliency: New Guidance Addresses En-
vironmental, Social, and Governance-Related Risks (ESG).
ESG-related risks are increasing in number and severity
world-wide, raising demand for ESG-related insight.
The ESG guidance was designed to be easily integrated
with COSQO'’s Enterprise Risk Management—Integrating
with Strategy and Performance guidance. The ESG docu-
mentation includes:

¢ Methods for overcoming ESG risks related to all five of
ERM’s components.

e Ways to manage ESG risks.

® Methods for managing ESG risks by developing and
maintaining a continuous improvement culture.

The ERM Framework versus the Internal
Control Framework

The IC framework has been widely adopted as the way
to evaluate internal controls, as required by SOX. The
more comprehensive ERM frameworks take a risk-based
approach rather than a controls-based approach. ERM
controls are flexible and relevant because they are linked
to current organizational objectives. The ERM model also
recognizes that risk, in addition to being controlled, can
be accepted, avoided, diversified, shared, or transferred.
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TABLE 10-1  Five Components and 17 Principles of COSO’s Internal Control Model

Component

Control environment

Risk assessment

Control activities

Information and
communication

Monitoring

control environment - The
company culture that is the
foundation for all other internal
control components, as it influ-
ences how organizations estab-
lish strategies and objectives;
structure business activities; and
identify, assess, and respond

to risk.

Description

This is the foundation for all other components of internal control. The core of any business is its

people—their individual attributes, including integrity, discipline, ethical values, and competence—
and the environment in which they operate. They are the engine that drives the organization and the

foundation on which everything rests.

1. Commitment to integrity and ethics

2. Internal control oversight by the board of directors, independent of management

3. Structures, reporting lines, and appropriate responsibilities in the pursuit of objectives established by
management and overseen by the board

4. A commitment to attract, develop, and retain competent individuals in alignment with objectives
5. Holding individuals accountable for their internal control responsibilities in pursuit of objectives

The organization must identify, analyze, and manage its risks. Managing risk is a dynamic process.

Management must consider changes in the external environment and within the business that may be

obstacles to its objectives.

6. Specifying objectives clearly enough for risks to be identified and assessed

7. |dentifying and analyzing risks to determine how they should be managed

8. Considering the potential of fraud

9. ldentifying and assessing changes that could significantly impact the system of internal control

Control policies and procedures help ensure that the actions identified by management to address risks
and achieve the organization’s objectives are effectively carried out. Control activities are performed at
all levels and at various stages within the business process and over technology.

10. Selecting and developing controls that might help mitigate risks to an acceptable level
11. Selecting and developing general control activities over technology
12. Deploying control activities as specified in policies and relevant procedures

Information and communication systems capture and exchange the information needed to conduct,
manage, and control the organization’s operations. Communication must occur internally and externally

to provide information needed to carry out day-to-day internal control activities. All personnel must

understand their responsibilities.

13. Obtaining or generating relevant, high-quality information to support internal control

14. Internally communicating information, including objectives and responsibilities, necessary to support
the other components of internal control

15. Communicating relevant internal control matters to external parties

The entire process must be monitored, and modifications made as necessary so the system can change
as conditions warrant. Evaluations ascertain whether each component of internal control is present and
functioning. Deficiencies are communicated in a timely manner, with serious matters reported to senior

management and the board.

16. Selecting, developing, and performing ongoing or separate evaluations of the components of
internal control

17. Evaluating and communicating deficiencies to those responsible for corrective action, including
senior management and the board of directors, where appropriate

The Control Environment

The control environment, or company culture, influences how organizations establish strate-
gies and objectives; structure business activities; and identify, assess, and respond to risk. It is
the foundation for all other ERM components. A weak or deficient control environment often
results in breakdowns in risk management and control. It is essentially the same thing as the
control environment in the IC framework.

A control environment consists of the following:

. Management’s philosophy, operating style, and risk appetite.
. Commitment to integrity, ethical values, and competence.

. Internal control oversight by the board of directors.

. Organizational structure.

AW =



CHAPTER 10 CONTROL AND ACCOUNTING INFORMATION SYSTEMS 331

5. Methods of assigning authority and responsibility.
6. Human resource standards that attract, develop, and retain competent individuals.
7. External influences.

Enron is an example of an ineffective control environment that resulted in financial fail-
ure. Although Enron appeared to have an effective ERM system, its control environment was
defective. Management engaged in risky and dubious business practices, which the board of
directors never questioned. Management misrepresented the company’s financial condition,
lost the confidence of shareholders, and finally filed for bankruptcy.

MANAGEMENT’S PHILOSOPHY, OPERATING STYLE, AND RISK APPETITE

Collectively, an organization has a philosophy, or shared beliefs and attitudes, about risk that
affects policies, procedures, oral and written communications, and decisions. Companies
also have a risk appetite, which is the amount of risk they are willing to accept to achieve
their goals. To avoid undue risk, risk appetite must be in alignment with company strategy.

The board of directors and top management must set the proper tone at the top; that is,
they need to demonstrate through their actions that they support integrity and the necessity for
a strong internal control system. The more responsible management’s philosophy and operat-
ing style, and the more clearly they are communicated, the more likely employees will behave
responsibly. If management has little concern for internal controls and risk management, then
employees are less diligent in achieving control objectives. The culture at Springer’s Lumber
& Supply provides an example. Maria Pilier found that lines of authority and responsibility
were loosely defined and suspected management might have used “creative accounting” to
improve company performance. Jason Scott found evidence of poor internal control practices
in the purchasing and accounts payable functions. These two conditions may be related; man-
agement’s loose attitude may have contributed to the purchasing department’s inattentiveness
to good internal control practices.

Management’s philosophy, operating style, and risk appetite can be assessed by answer-
ing questions such as these:

e Does management take undue business risks to achieve its objectives, or does it assess
potential risks and rewards prior to acting?

e Does management manipulate performance measures, such as net income, so they are
seen in a more favorable light?

e Does management pressure employees to achieve results regardless of the methods, or
does it demand ethical behavior? In other words, do the ends justify the means?

COMMITMENT TO INTEGRITY, ETHICAL VALUES, AND COMPETENCE

Organizations need a culture that stresses integrity and commitment to ethical values and com-

petence. Ethics pays—ethical standards are good business. Integrity starts at the top, as com-

pany employees adopt top management attitudes about risks and controls. A powerful message

is sent when the CEO, confronted with a difficult decision, makes the ethically correct choice.
Companies endorse integrity by:

e Developing a written code of conduct that explicitly describes honest and dishonest
behaviors. For example, most purchasing agents agree that accepting $5,000 from a sup-
plier is dishonest, but a weekend vacation is not as clear-cut. A major cause of dishonesty
comes from rationalizing unclear situations and allowing the criterion of expediency to
replace the criterion of right versus wrong. Companies should document that employees
have read and understand the code of conduct.

e Put processes in place to use the company’s code of conduct to evaluate individual and
team performance and to address any deviations in a timely and consistent manner.

e Actively teaching and requiring the code of conduct—for example, making it clear that
honest reports are more important than favorable ones.

e Avoiding unrealistic expectations or incentives that motivate dishonest or illegal acts,
such as overly aggressive sales practices, unfair or unethical negotiation tactics, and
bonuses excessively based on reported financial results.

risk appetite - The amount of
risk a company is willing to ac-
cept to achieve its goals and
objectives. To avoid undue risk,
risk appetite must be in align-
ment with company strategy.
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audit committee - The outside,
independent board of director
members responsible for finan-
cial reporting, regulatory com-
pliance, internal control, and
hiring and overseeing internal
and external auditors.

policy and procedures man-

ual - A document that explains
proper business practices,
describes needed knowledge
and experience, explains docu-
ment procedures, explains how
to handle transactions, and lists
the resources provided to carry
out specific duties.
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o Consistently rewarding honesty and giving verbal labels to honest and dishonest behavior.
If companies punish or reward honesty without labeling it as such, or if the standard of
honesty is inconsistent, then employees will display inconsistent moral behavior.

o Requiring employees to report dishonest or illegal acts and disciplining employees who
knowingly fail to report them. All dishonest acts should be investigated, and dishonest
employees should be dismissed and prosecuted to show that such behavior is not allowed.

e Making a commitment to competence. Companies should hire competent employees
with the necessary knowledge, experience, training, and skills.

INTERNAL CONTROL OVERSIGHT BY THE BOARD OF DIRECTORS

An involved board of directors represents shareholders and provides an independent review
of management that acts as a check and balance on its actions. It is important that the board
approve company strategy and review security policies. The board should also evaluate man-
agement and management decision making. To do so, the board needs members with the skills
and expertise necessary to ask senior management probing questions. They also need enough
members who are independent of management so the board can objectively evaluate them.
If needed, the board should supplement their expertise by hiring outside consultants. For ex-
ample, they may need help evaluating the security, processing integrity, availability, confiden-
tiality, and privacy of the company’s information systems. The board must also be willing and
able to take any needed actions to protect the company’s shareholders.

SOX requires public companies to have an audit committee of outside, independent di-
rectors. The audit committee is responsible for financial reporting, regulatory compliance, in-
ternal control, and hiring and overseeing internal and external auditors, who report all critical
accounting policies and practices to them.

ORGANIZATIONAL STRUCTURE

A company’s organizational structure provides a framework for planning, executing, controlling,
and monitoring operations. Important aspects of the organizational structure include the following:

Centralization or decentralization of authority.

A direct or matrix reporting relationship.

Organization by industry, product line, location, or marketing network.

How allocation of responsibility affects information requirements.

Organization of and lines of authority for accounting, auditing, and information system
functions.

e Size and nature of company activities.

A complex or unclear organizational structure may indicate serious problems. For ex-
ample, ESM, a brokerage company, used a multilayered organizational structure to hide a
$300 million fraud. Management hid stolen cash in their financial statements using a fictitious
receivable from a related company.

In today’s business world, hierarchical structures, with layers of management who super-
vise others, are being replaced with flat organizations of self-directed work teams that make
decisions without needing multiple layers of approval. The emphasis is on continuous im-
provement rather than periodic reviews and appraisals. These organizational structure changes
impact the nature and type of controls used.

METHODS OF ASSIGNING AUTHORITY AND RESPONSIBILITY

Management should make sure employees understand entity goals and objectives, assign author-
ity and responsibility for goals and objectives to departments and individuals, hold the individu-
als accountable for achieving them, and encourage the use of initiative to solve problems. It is
especially important to identify who is responsible for the company’s information security policy.

Authority and responsibility are assigned and communicated using formal job descrip-
tions, employee training, operating schedules, budgets, a code of conduct, and written poli-
cies and procedures. The policy and procedures manual explains proper business practices,
describes needed knowledge and experience, explains document procedures, explains how to
handle transactions, and lists the resources provided to carry out specific duties. The manual
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includes the chart of accounts and copies of forms and documents. It is a helpful on-the-job
reference for current employees and a useful tool for training new employees.

HUMAN RESOURCES STANDARDS THAT ATTRACT, DEVELOP, AND RETAIN
COMPETENT INDIVIDUALS

One of the greatest control strengths is the honesty of employees; one of the greatest control
weaknesses is the dishonesty of employees. Human resource (HR) policies and practices gov-
erning working conditions, job incentives, and career advancement can be a powerful force
in encouraging honesty, efficiency, and loyal service. HR policies should convey the required
level of expertise, competence, ethical behavior, and integrity required. The following HR
policies and procedures are important.

PLAN AND PREPARE FOR SUCCESSION The Board of Directors and management must make
plans and prepare for management succession. Top management may need to be replaced
at any time for any number of reasons, and an entity should develop a deep management
bench—the deeper, the better. While this is most important at the company’s highest levels,
the company should also plan and prepare for successions in all levels of management as that
leads to the desired deep bench of qualified candidates for important management positions.

HIRING Employees should be hired based on educational background, experience, achievements,
honesty and integrity, and meeting written job requirements. All company personnel, including
cleaning crews and temporary employees, should be subject to hiring policies. Some fraudsters
pose as janitors or temporary employees to gain physical access to company computers.

Applicant qualifications can be evaluated using resumes, reference letters, interviews, and
background checks. A thorough background check includes talking to references, checking
for a criminal record, examining credit records, and verifying education and work experience.
Many applicants include false information in their applications or resumes. Philip Crosby As-
sociates (PCA) hired John Nelson, MBA, CPA, without conducting a background check. In
reality, his CPA designation and glowing references were phony. Nelson was actually Robert
W. Liszewski, who had served 18 months in jail for embezzling $400,000. By the time PCA
discovered this, Liszewski had embezzled $960,000 using wire transfers to a dummy corpora-
tion, supported by forged signatures on contracts and authorization documents.

Many firms hire background check specialists because some applicants buy phony de-
grees from website operators who “validate” the bogus education when employers call. Some
applicants even pay hackers to break into university databases and enter fake graduation or
grade data.

COMPENSATING, EVALUATING, AND PROMOTING Poorly compensated employees are more
likely to feel resentment and financial pressures that can motivate fraud. Fair pay and ap-
propriate bonus incentives help motivate and reinforce outstanding employee performance.
Employees should be given periodic performance appraisals to help them understand their
strengths and weaknesses. Promotions should be based on performance and qualifications.

TRAINING Training programs should teach new employees their responsibilities; expected
levels of performance and behavior; and the company’s policies and procedures, culture, and
operating style. Employees can be trained by conducting informal discussions and formal
meetings, issuing periodic memos, distributing written guidelines and codes of professional
ethics, circulating reports of unethical behavior and its consequences, and promoting security
and fraud training programs. Ongoing training helps employees tackle new challenges, stay
ahead of the competition, adapt to changing technologies, and deal effectively with the evolving
environment.

Fraud is less likely to occur when employees believe security is everyone’s business, are
proud of their company and protective of its assets, and recognize the need to report fraud. Such
a culture has to be created, taught, and practiced. Acceptable and unacceptable behavior should
be defined. Many computer professionals see nothing wrong with using corporate computer re-
sources to gain unauthorized access to databases and browse them. The consequences of unethi-
cal behavior (reprimands, dismissal, and prosecution) should also be taught and reinforced.

background check - An inves-
tigation of a prospective or
current employee that involves
verifying their educational and
work experience, talking to ref-
erences, checking for a criminal
record or credit problems, and
examining other publicly avail-
able information.
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MANAGING DISGRUNTLED EMPLOYEES Some disgruntled employees, seeking revenge
for a perceived wrong, perpetrate fraud or sabotage systems. Companies need procedures to
identify disgruntled employees and either help them resolve their feelings or remove them
from sensitive jobs. For example, a company may choose to establish grievance channels
and provide employee counseling. Helping employees resolve their problems is not easy
to do, however, because most employees fear that airing their feelings could have negative
consequences.

DISCHARGING Dismissed employees should be removed from sensitive jobs immediately
and denied access to the information system. One terminated employee lit a butane lighter un-
der a smoke detector located just outside the computer room. It set off a sprinkler system that
ruined most of the computer hardware.

VACATIONS AND ROTATION OF DUTIES Fraud schemes that require ongoing perpetrator at-
tention are uncovered when the perpetrator takes time off. Periodically rotating employee du-
ties and making employees take vacations can achieve the same results. For example, the FBI
raided a gambling establishment and discovered that Roswell Steffen, who earned $11,000 a
year, was betting $30,000 a day at the racetrack. The bank where he worked discovered that he
embezzled and gambled away $1.5 million over a three-year period. A compulsive gambler,
Steffen borrowed $5,000 to bet on a “sure thing” that did not pan out. He embezzled ever-
increasing amounts in an effort to win back the money he had “borrowed.” Steffen’s scheme
was simple: He transferred money from inactive accounts to his own account. If anyone com-
plained, Steffen, the chief teller with the power to resolve these types of problems, replaced
the money by taking it from another inactive account. When asked, after his arrest, how the
fraud could have been prevented, Steffen said the bank could have coupled a two-week vaca-
tion with several weeks of rotation to another job function. Had the bank taken these mea-
sures, Steffen’s embezzlement, which required his physical presence at the bank, would have
been almost impossible to cover up.

CONFIDENTIALITY AGREEMENTS AND FIDELITY BOND INSURANCE All employees, sup-
pliers, and contractors should sign and abide by a confidentiality agreement. Fidelity bond
insurance coverage of key employees protects companies against losses arising from deliber-
ate acts of fraud.

PROSECUTE AND INCARCERATE PERPETRATORS Most fraud is not reported or prosecuted
for several reasons:

1. Companies are reluctant to report fraud because it can be a public relations disaster. The
disclosure can reveal system vulnerabilities and attract more fraud or hacker attacks.

2. Law enforcement and the courts are busy with violent crimes and have less time and in-

terest for computer crimes in which no physical harm occurs.

Fraud is difficult, costly, and time-consuming to investigate and prosecute.

4. Many law enforcement officials, lawyers, and judges lack the computer skills needed to
investigate and prosecute computer crimes.

5. Fraud sentences are often light. A famous example involved C. Arnold Smith, former owner
of the San Diego Padres, who was named Mr. San Diego of the Century. Smith was involved
in the community and made large political contributions. When investigators discovered he
had stolen $200 million from his bank, he pleaded no contest. His sentence was four years
of probation. He was fined $30,000, to be paid at the rate of $100 a month for 25 years with
no interest. Mr. Smith was 71 at the time. The embezzled money was never recovered.

w

EXTERNAL INFLUENCES

External influences include requirements imposed by stock exchanges, the Financial Ac-
counting Standards Board (FASB), the PCAOB, and the SEC. They also include require-
ments imposed by regulatory agencies, such as those for banks, utilities, and insurance
companies.
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Risk Assessment and Risk Response

Management is responsible for identifying and assessing the threats the company faces. As
discussed in Chapter 8, this should include an assessment of all threats, including natural and
political disasters, software errors and equipment failures, unintentional acts, and the possibil-
ity of intentional acts such as fraud. Considering the risk of fraud is especially important, as
it is one of the 17 principles included in the IC framework. Management must identify and
analyze risks to determine how they should be managed. They must also identify and assess
changes that could significantly impact the system of internal control.

The risks of an identified threat are assessed in several different ways: likelihood, positive
and negative impacts, individually and by category, their effect on other organizational units,
and on an inherent and a residual basis. Inherent risk is the susceptibility of a set of accounts or
transactions to significant control problems in the absence of internal control. Residual risk is
the risk that remains after management implements internal controls or some other response to
risk. Companies should assess inherent risk, develop a response, and then assess residual risk.

To align identified risks with the company’s tolerance for risk, management must take an
entity-wide view of risk. They must assess a risk’s likelihood and impact, as well as the costs
and benefits of the alternative responses. Management can respond to risk in one of four ways:

e Reduce. Reduce the likelihood and impact of risk by implementing an effective system
of internal controls.

o Accept. Accept the likelihood and impact of the risk.

o Share. Share risk or transfer it to someone else by buying insurance, outsourcing an ac-
tivity, or entering into hedging transactions.

e Avoid. Avoid risk by not engaging in the activity that produces the risk. This may require
the company to sell a division, exit a product line, or not expand as anticipated.

Accountants and systems designers help management design effective control systems to
reduce inherent risk. They also evaluate internal control systems to ensure that they are operat-
ing effectively. They assess and reduce risk using the risk assessment and response strategy
shown in Figure 10-3. The first step, threat identification, has already been discussed.

ESTIMATE LIKELIHOOD AND IMPACT

Some threats pose a greater risk because they are more likely to occur. Employees are more
likely to make a mistake than to commit fraud, and a company is more likely to be the victim of
a fraud than an earthquake. The likelihood of an earthquake may be small, but its impact could
destroy a company. The impact of fraud is usually not as great because most instances of fraud
do not threaten a company’s existence. Likelihood and impact must be considered together. As
either increases, both the materiality of the threat and the need to protect against it rise.

Software tools help automate risk assessment and response. Blue Cross Blue Shield of
Florida uses ERM software that lets managers enter perceived risks; assess their nature, likeli-
hood, and impact; and assign them a numerical rating. An overall corporate assessment of risk
is developed by aggregating all the rankings.

IDENTIFY CONTROLS

Management should identify controls that protect the company from each threat. Preventive
controls are usually superior to detective controls. When preventive controls fail, detective
controls are essential for discovering the problem. Corrective controls help recover from any
problems. A good internal control system should employ all three.

ESTIMATE COSTS AND BENEFITS

The objective in designing an internal control system is to provide reasonable assurance that
threats do not take place. No internal control system provides foolproof protection against all
threats because having too many controls is cost-prohibitive and negatively affects operational
efficiency. Conversely, having too few controls will not provide the needed reasonable assurance.

inherent risk - The susceptibility
of a set of accounts or transac-
tions to significant control prob-
lems in the absence of internal
control.

residual risk - The risk that
remains after management
implements internal controls or
some other response to risk.
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FIGURE 10-3

Risk Assessment
Approach to Designing
Internal Controls

expected loss - The mathemati-
cal product of the potential dol-
lar loss that would occur should
a threat become a reality (called
impact or exposure) and the risk
or probability that the threat

will occur (called likelihood).
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Identify the threats that
confront the company.
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The benefits of an internal control procedure must exceed its costs. Benefits, which can
be hard to quantify accurately, include increased sales and productivity, reduced losses, better
integration with customers and suppliers, increased customer loyalty, competitive advantages,
and lower insurance premiums. Costs are usually easier to measure than benefits. A primary
cost element is personnel, including the time to perform control procedures, the costs of hiring
additional employees to achieve effective segregation of duties, and the costs of programming
controls into a computer system.

One way to estimate the value of internal controls involves expected loss, the mathemati-
cal product of impact and likelihood:

Expected loss = Impact X Likelihood

The value of a control procedure is the difference between the expected loss with the control
procedure(s) and the expected loss without it.

DETERMINE COST/BENEFIT EFFECTIVENESS

Management should determine whether a control is cost beneficial. For example, at Atlantic
Richfield data errors occasionally required an entire payroll to be reprocessed, at a cost of
$10,000. A data validation step would reduce the threat likelihood from 15% to 1%, at a cost
of $600 per pay period. The cost/benefit analysis that determined that the validation step
should be employed is shown in Table 10-2.

In evaluating internal controls, management must consider factors other than those in the
expected cost/benefit calculation. For example, if something threatens an organization’s exis-
tence, its extra cost can be viewed as a catastrophic loss insurance premium.
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TABLE 10-2  Cost/Benefit Analysis of Payroll Validation Procedure

Without With Net
Validation Procedure Validation Procedure Expected Difference
Cost to reprocess entire payroll $10,000 $10,000
Likelihood of payroll data errors 15% 1%
Expected reprocessing cost $1,500 $100 $1,400
($10,000 x likelihood)
Cost of validation procedure $0 $600 $(600)
Net expected benefit of validation $800
procedure

IMPLEMENT CONTROL OR ACCEPT, SHARE, OR AVOID THE RISK

Cost-effective controls should be implemented to reduce risk. Risks not reduced must be ac-
cepted, shared, or avoided. Risk can be accepted if it is within the company’s risk tolerance range.
An example is a risk with a small likelihood and a small impact. A response to reduce or share risk
helps bring residual risk into an acceptable risk tolerance range. A company may choose to avoid
the risk when there is no cost-effective way to bring risk into an acceptable risk tolerance range.

Control Activities

Control activities are policies, procedures, and rules that provide reasonable assurance  control activities - Policies, pro-
that control objectives are met and risk responses are carried out. It is management’s ~ cedures, and rules that provide

responsibility to develop a secure and adequately controlled system. Management must

reasonable assurance that con-
trol objectives are met and risk

make sure that: responses are carried out.

1. Controls are selected and developed to help reduce risks to an acceptable level.
2. Appropriate general controls are selected and developed over technology.
3. Control activities are implemented and followed as specified in company policies and procedures.

The information security officer and the operations staff are responsible for ensuring that

control procedures are followed.

Controls are much more effective when placed in the system as it is built, rather than as an

afterthought. As a result, managers need to involve systems analysts, designers, and end users when
designing computer-based control systems. It is important that control activities are in place dur-
ing the end-of-the-year holiday season because a disproportionate amount of computer fraud and
security break-ins takes place during this time. Some reasons for this are (1) extended employee
vacations mean that there are fewer people to “mind the store”; (2) students are out of school and
have more time on their hands; and (3) lonely counterculture hackers increase their attacks.

Nk WwWbE

environment factors, resulted in a fraud.

Control procedures fall into the following categories:

Proper authorization of transactions and activities.
Segregation of duties.

Project development and acquisition controls.
Change management controls.

Design and use of documents and records.
Safeguarding assets, records, and data.
Independent checks on performance.

Focus 10-2 discusses how a violation of specific control activities, combined with control
authorization - Establishing

policies for employees to follow
and then empowering them to

PROPER AUTHORIZATION OF TRANSACTIONS AND ACTIVITIES perfom certan orgarizationa

functions. Authorizations are

Because management lacks the time and resources to supervise each company activity and ~ ©ften documented by signing,

decision, it establishes policies for employees to follow and then empowers them. This

initializing, or entering an au-
thorization code on a document

empowerment, called authorization, is an important control procedure. Authorizations are  or record.
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FOCUS 10-2 Control Problems in a School District

The audit report for a school district disclosed serious in-
ternal control deficiencies. To improve controls, the dis-
trict (1) selected a new software package, (2) standardized
accounting procedures, (3) instituted purchase order pro-
cedures, (4) implemented a separation of duties, and (5)
created a control system for vending machine cash and
inventory.

After the changes, the director noted that middle
school fee balances were low and asked the auditors to
investigate. The secretary, responsible for depositing stu-
dent fees daily and sending them to the central office,
said the low amount was due to the principal’s waiver of
fees for students who qualified for free or reduced-cost
lunches. The principal denied having waived the fees.

The auditor examined fee cards for each child and
found that the daily deposits did not agree with the
dates on student fee cards. They also discovered that

the secretary was in charge of a faculty welfare fund that
was never audited or examined, nor was it subject to the
newly implemented internal controls. Deposits to the fund
were checks from the faculty and cash from the vending
machines. To perpetrate her $20,000 fraud, the secretary
had stolen all the cash from the vending machines, re-
placed the payee name on vendor checks with her name,
and deposited student fees into the faculty welfare fund
to cover up the stolen money.

The secretary was immediately discharged. Because
the secretary was bonded, the district was able to recover
all of its missing funds.

The school district strengthened controls. Internal au-
ditors examine all funds at the schools. Control of faculty
welfare funds was transferred to a faculty member. Because
the investigation revealed the secretary’s prior criminal re-

digital signature - A means of
electronically signing a docu-
ment with data that cannot be
forged.

specific authorization - Special
approval an employee needs in
order to be allowed to handle a
transaction.

general authorization - The
authorization given employees
to handle routine transactions
without special approval.

segregation of accounting
duties - Separating the account-
ing functions of authorization,
custody, and recording to
minimize an employee's ability
to commit fraud.

cord, a background check was required for all future hires.

often documented by signing, initializing, or entering an authorization code on a document
or record. Computer systems can record a digital signature, a means of electronically
signing a document with data that cannot be forged. Digital signatures are discussed in
Chapter 12.

Certain activities or transactions may be of such consequence that management grants
specific authorization for them to occur. For example, management review and approval may
be required for sales in excess of $50,000. In contrast, management can authorize employees
to handle routine transactions without special approval, a procedure known as general autho-
rization. Management should have written policies on both specific and general authorization
for all types of transactions.

Employees who process transactions should verify the presence of appropriate authoriza-
tions. Auditors review transactions to verify proper authorization, as their absence indicates a
possible control problem. For example, Jason Scott discovered that some purchases did not
have a purchase requisition. Instead, they had been “personally authorized” by Bill Springer,
the purchasing vice president. Jason also found that some payments had been authorized with-
out proper supporting documents, such as purchase orders and receiving reports. These find-
ings raise questions about the adequacy of Springer’s internal control procedures.

SEGREGATION OF DUTIES

Good internal control requires that no single employee be given too much responsibility over
business transactions or processes. An employee should not be in a position to commit and
conceal fraud. Segregation of duties is discussed in two separate sections: segregation of
accounting duties and segregation of systems duties.

SEGREGATION OF ACCOUNTING DUTIES As shown in Figure 10-4, effective segregation of
accounting duties is achieved when the following functions are separated:

Authorization—approving transactions and decisions.

Recording—preparing source documents; entering data into computer systems; and
maintaining journals, ledgers, files, or databases.

Custody—handling cash, tools, inventory, or fixed assets; receiving incoming customer
checks; writing checks.
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Prevents employees from falsifying records in FIGURE 10-4
order to conceal theft of assets entrusted to them . .
Separation of Duties

CUSTODIAL FUNCTIONS RECORDING FUNCTIONS

¢ Handling cash ® Preparing source documents

¢ Handling inventories, or entering data online
tools, or fixed assets Q ¢ Maintaining journals,

® Writing checks ledgers, files, databases

® Receiving checks in the mail e Preparing reconciliations

® Preparing performance reports

O O AUTHORIZATION FUNCTIONS Q
o Authorization of transactions Q

or decisions .
Prevents an employee from falsifying
Prevents authorization of a fictitious records to cover up an inaccurate
or inaccurate transaction as a means or false transaction that was
of concealing asset thefts inappropriately authorized

If one person performs two of these functions, problems can arise. For example, the city
treasurer of Fairfax, Virginia, embezzled $600,000. When residents used cash to pay their taxes,
she kept the currency and entered the payments on property tax records, but did not report them
to the controller. Periodically, she made an adjusting journal entry to bring her records into
agreement with those of the controller. When she received checks in the mail that would not be
missed if not recorded, she put them in the cash register and stole that amount of cash. Because
the treasurer was responsible for both the custody of cash receipts and the recording of those
receipts, she was able to steal cash receipts and falsify the accounts to conceal the theft.
The utilities director of Newport Beach, California, embezzled $1.2 million. Responsible
for authorizing transactions, he forged invoices for easement documents authorizing pay-
ments to real or fictitious property owners. Finance department officials gave him the checks
to deliver to the property owners. He forged signatures and deposited the checks in his own
account. Because he was given custody of the checks, he could authorize fictitious transac-
tions and steal the payments.
The payroll director of the Los Angeles Dodgers embezzled $330,000. He credited employ-
ees for hours not worked and received a kickback of 50% of the extra compensation. He added
fictitious names to the Dodgers payroll and cashed the paychecks. The fraud was discovered
while he was ill and another employee performed his duties. Because the perpetrator was respon-
sible for authorizing the hiring of employees and for recording employee hours, he did not need
to prepare or handle the paychecks. The company mailed the checks to the address he specified.
In a system with effective separation of duties, it is difficult for any single employee to em-
bezzle successfully. Detecting fraud where two or more people are in collusion to override con-  collusion - Cooperation be-
trols is more difficult because it is much easier to commit and conceal the fraud. For example, =~ tWeen two ormore people
. . X in an effort to thwart internal
two women at a credit card company colluded. One woman authorized new credit card accounts,  controls.
and the other wrote off unpaid accounts of less than $1,000. The first woman created a new ac-
count for each of them using fictitious data. When the amounts outstanding neared the $1,000
limit, the woman in collections wrote them off. The process would then be repeated. They were
caught when a jilted boyfriend seeking revenge reported the scheme to the credit card company.
Employees can collude with other employees, customers, or vendors. The most frequent
employee/vendor collusion includes billing at inflated prices, performing substandard work and
receiving full payment, payment for nonperformance, duplicate billings, and improperly pur-
chasing more goods from a colluding company. The most frequent employee/customer collusion
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segregation of systems duties -
Implementing control proce-
dures to clearly divide authority
and responsibility within the
information system function.

systems analysts - People who
help users determine their

information needs and design
systems to meet those needs.

programmers - People who use
the analysts’ design to create
and test computer programs.
FIGURE 10-5
Segregation of

System Duties
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includes unauthorized loans or insurance payments, receipt of assets or services at unauthorized
discount prices, forgiveness of amounts owed, and unauthorized extension of due dates.

SEGREGATION OF SYSTEMS DUTIES In an information system, procedures once performed by
separate individuals are sometimes combined. Therefore, any person who has unrestricted ac-
cess to the computer, its programs, and live data could perpetrate and conceal fraud. To combat
this threat, organizations implement segregation of systems duties. As shown in Figure 10-5,
authority and responsibility should be divided clearly among the seven functions.

AUTHORIZATION. As explained earlier in the chapter, the proper authorization of transactions
and activities is an important control activity. For example, management should:

Give general authorization to process transactions, such as paying vendors when the
goods ordered are received. However, a payment over a certain sum could require spe-
cific authorization.

Approve new business relationships such as a new customer or vendor. If an unapproved
vendor was added to the company’s database, an employee might be able to make a pay-
ment to them as a way of embezzling money. If an unapproved customer was added,
sales could be made to a customer with poor credit who is unable to pay.

Approve all new user account activations to prevent an unauthorized person from having
access to company data and business processes.

Approve the creation or modification of computer programs to prevent unauthorized pro-
grams and code.

Approve the final versions of all new programs and program modifications to ensure they
are efficient and do not contain code that harms the organization or that otherwise facili-
tates unapproved actions.

DATA ENTRY. The data entry function is responsible for entering or capturing the data for all
business transactions. They are also responsible for the creation of all new user accounts and
all new business relationships after their creation has been authorized. Likewise, when au-
thorized to do so, they are responsible for the deletion of no longer needed user accounts and
business relationships.

PROGRAMMING. Systems analysts help users determine their information needs and design
systems to meet those needs. Computer programmers, using the system analyst’s design, are
responsible for developing, coding, and testing all new software applications. They are also respon-
sible for the modification of all existing applications. As explained, they need approval to start the
program development or modification activities, and their final products should also be approved.
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OPERATIONS. Computer operators run the software on the company’s computers and ensure
that data are properly entered, processed correctly, properly stored, and that the needed output is
produced. As explained in Chapter 2, transactions can be processed in batch mode (such as pe-
riodic payroll) or real time mode (such as airline reservations). Operations may also be respon-
sible for processing approved updates to master accounts such as address changes for customers
and vendors).

DATA STORAGE. The data storage function is responsible for physically storing and maintain-
ing custody of corporate databases, files, and computer programs. They are also responsible
for maintaining backup copies of essential company data offsite in a secure location. They
maintain physical custody of the IT hardware elements needed for computer operations and
processing. Along with users, they are also responsible for safekeeping computer outputs.

USERS. Users record transactions, authorize data to be processed, have logical access to com-
pany data, and produce system output. They are responsible for safekeeping any data they may
access or distribute as system output.

MANAGEMENT. Top management is responsible for all aspects of a company, including its
information system. Since top management have many responsibilities and may not be in-
formation system experts, they can employ several different people to help them manage and
monitor the AIS. The larger the organization, the more likely top management is to use these
people. Some examples of the personnel management teams can use include:

Systems administrators make sure all information system components operate
smoothly and efficiently.

Network managers ensure that devices are linked to the organization’s internal and ex-
ternal networks and that those networks operate properly.

Security management make sure that systems are secure and protected from internal
and external threats.

Change management makes sure changes are made smoothly and efficiently and do not
negatively affect systems reliability, security, confidentiality, integrity, and availability.
Data control ensures that source data have been properly approved, monitors the flow
of work through the computer, reconciles input and output, maintains a record of input
errors to ensure their correction and resubmission, and distributes systems output.
Database administrators, as described in Chapter 4, are responsible for coordinating,
controlling, and managing the database.

The monitoring function shown in Figure 10-5 is discussed later in the chapter. Allowing
a person to perform two or more of the seven functions shown in Figure 10-5 exposes the
company to fraud. For example, if a credit union programmer uses actual data to test her pro-
gram, she could erase her car loan balance during the test. Likewise, if a computer operator
has access to programming logic and documentation, he might be able to increase his salary
while processing payroll. The key to preventing fraud is to restrict the ability of employees to
commit a fraud, conceal it, and convert the fraudulent action into personal gain.

PROJECT DEVELOPMENT AND ACQUISITION CONTROLS

It is important to have a proven methodology to govern the development, acquisition, imple-
mentation, and maintenance of information systems. It should contain appropriate controls
for management approval, user involvement, analysis, design, testing, implementation, and
conversion. These methodologies are discussed in Chapters 22 through 24.

Important systems development controls include the following:

1. A steering committee guides and oversees systems development and acquisition.

2. A strategic master plan is developed and updated yearly to align an organization’s infor-
mation system with its business strategies. It shows the projects that must be completed, and
it addresses the company’s hardware, software, personnel, and infrastructure requirements.

3. A project development plan shows the tasks to be performed, who will perform them,
project costs, completion dates, and project milestones—significant points when

computer operators - People
who operate the company’s
computers.

users - People who record
transactions, authorize data pro-
cessing, and use system output.

systems administrators - People
responsible for making sure a
system operates smoothly and
efficiently.

network managers - People who
ensure that the organization’s
networks operate properly.

security management - People
who make sure systems are se-
cure and protected from inter-
nal and external threats.

change management - Process of
making sure changes are made
smoothly and efficiently and do
not negatively affect the system.

data control - People who ensure
that source data is approved,
monitor the flow of work, recon-
cile input and output, handle in-
put errors, and distribute systems
output.

steering committee - An
executive-level committee to
plan and oversee the informa-
tion systems function.

strategic master plan - A
multiple-year plan of the projects
the company must complete to
achieve its long-range goals.

project development plan -
A document that shows how
a project will be completed.

project milestones - Points
where progress is reviewed and
actual and estimated comple-
tion times are compared.
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data processing schedule - A
schedule that shows when each
data processing task should be
performed.

system performance measure-
ments - Ways to evaluate and
assess a system.

throughput - The amount of
work performed by a system
during a given period of time.

utilization - The percentage of
time a system is used.

response time - How long it
takes for a system to respond.

postimplementation review -
Review, performed after a new
system has been operating for
a brief period, to ensure that it
meets its planned objectives.

systems integrator - An outside
party hired to manage a compa-

ny’s systems development effort.
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progress is reviewed and actual and estimated completion times are compared. Each
project is assigned to a manager and team who are responsible for its success or failure.

. A data processing schedule shows when each task should be performed.

5. System performance measurements are established to evaluate the system. Common
measurements include throughput (output per unit of time), utilization (percentage of
time the system is used), and response time (how long it takes for the system to respond).

6. A postimplementation review is performed after a development project is completed to
determine whether the anticipated benefits were achieved.

F N

Some companies hire a systems integrator to manage a systems development effort
involving its own personnel, its client, and other vendors. These development projects are
subject to the same cost overruns and missed deadlines as systems developed internally. For
example, Westpac Banking began a five-year, $85 million systems development project to
decentralize its systems, create new financial products, and downsize its systems department.
Three years and $150 million later, no usable results had been attained, and it was clear the
scheduled completion date would not be met. With a runaway on its hands, Westpac fired
IBM, the primary software developer, and brought in Accenture to review the project and de-
velop recommendations for salvaging it.

Companies using systems integrators should use the same project management processes
and controls as internal projects. In addition, they should:

Develop clear specifications. This includes exact descriptions and system definitions,
explicit deadlines, and precise acceptance criteria. Suffolk County, New York, spent

12 months and $500,000 preparing detailed specifications for a $16 million criminal justice
system before accepting bids. Only 6 of 22 invited integrators bid on the project because of
the county’s rigorous cost and quality standards. County officials believe their diligent up-
front efforts helped ensure their new system’s success and saved the county $3 million.
Monitor the project. Companies should establish formal procedures for measuring and report-
ing a project’s status. The best approach is to divide the project into manageable tasks, assign
responsibility for each task, and meet at least monthly to review progress and assess quality.

CHANGE MANAGEMENT CONTROLS

Organizations modify existing systems to reflect new business practices and to take advantage
of IT advancements. Those in charge of changes should make sure they do not introduce er-
rors and facilitate fraud. Behavioral aspects of change are discussed in Chapter 22 and change
management controls are discussed in Chapter 13.

DESIGN AND USE OF DOCUMENTS AND RECORDS

The proper design and use of electronic and paper documents and records help ensure the ac-
curate and complete recording of all relevant transaction data. Their form and content should
be as simple as possible, minimize errors, and facilitate review and verification. Documents
that initiate a transaction should contain a space for authorizations. Those that transfer assets
need a space for the receiving party’s signature. Documents should be sequentially prenum-
bered so each can be accounted for. An audit trail facilitates tracing individual transactions
through the system, correcting errors, and verifying system output. Document, form, and
screen design are discussed in Chapter 24.

SAFEGUARD ASSETS, RECORDS, AND DATA

A company must protect its cash and physical assets as well as its information. A reporter
for Reuters noticed that Intentia, a Swedish software developer, released its first- and
second-quarter earnings reports on websites with nearly identical web addresses. He
guessed the third-quarter web address, found their unreleased numbers, and ran a story on
the disappointing results. Intentia filed criminal hacking charges, but they were dismissed.
The Swedish Stock Exchange censured Intentia for not protecting its financial information.

Employees are a much greater security risk than outsiders are. They are better able to hide
their illegal acts because they know system weakness better. Almost 50% of companies report



CHAPTER 10 CONTROL AND ACCOUNTING INFORMATION SYSTEMS

that insiders access data without the proper authorization. A software engineer at America On-
line was charged with selling 92 million e-mail addresses he illegally obtained using another
employee’s identity (ID) and password. An Internet gambling business bought the names and
used them to increase company earnings by $10,000 to $20,000 a day. The data theft was not
uncovered for a year, until an anonymous tipster informed authorities that the gambling busi-
ness was reselling the names to spammers selling herbal male enhancement products.

Employees also cause unintentional threats, such as accidentally deleting company data,
opening virus-laden e-mail attachments, or trying to fix hardware or software without the ap-
propriate expertise. These can result in crashed networks and hardware and software malfunc-
tions as well as corrupt data.

Blockchain can protect data and records as it is tamper-resistant, though not tamper-proof.
There are many reasons why it results in a much higher level of transaction integrity. Processed
transactions are verified by thousands of networked computers instead of error-prone humans.
Duplicate copies of the blockchain are stored on all network computers, eliminating the risks that
come with data held centrally. This means there is no single point of failure; if one node goes
down, there is a copy of the ledger on the other nodes. Blockchain data is transparent; that is, all
transaction details are open for all authorized users to see. Both sides of a transaction are stored in
a single source, which can eliminate the need for two sets of books (for the buyer and the seller).
One set of books provides a trust level not present in current legacy systems. New blocks are
added chronologically to the chain, and blocks are referenced in subsequent blocks. That makes it
very difficult to go back and change block contents or add invalid blocks inside the chain because
each block contains its own hash and the hash of the previous block. If data is changed or added,
the hashes for the previous and subsequent blocks also change, and this disrupts the ledger’s
shared state. When other network computers become aware that the change has caused a problem,
consensus is no longer possible, and future blocks cannot be added until the problem is resolved.
Blockchain was introduced in Chapters 1 and 2 and is discussed in more detail in Chapter 12.

Chapters 11 through 13 discuss computer-based controls that help safeguard assets. In
addition, it is important to:

Create and enforce appropriate policies and procedures. All too often, policies and
procedures are created but not enforced. A laptop with the names, Social Security num-
bers, and birthdates of 26.5 million people was stolen from the home of a Veteran Affairs
(VA) Department analyst. The VA did not enforce its policies that sensitive data be
encrypted and not leave VA offices. Notifying all 26.5 million people and buying them

a credit-checking service cost taxpayers $100 million. Two years prior to the theft, an
inspector general report identified the inadequate control of sensitive data as a weakness,
but it had never been addressed.

Maintain accurate records of all assets. Periodically reconcile the recorded amounts of
company assets to physical counts of those assets.

Restrict access to assets. Restricting access to storage areas protects inventories and
equipment. Cash registers, safes, lockboxes, and safety deposit boxes limit access to cash
and paper assets. More than $1 million was embezzled from Perini Corp. because blank
checks were kept in an unlocked storeroom. An employee made out checks to fictitious
vendors, ran them through an unlocked check-signing machine, and cashed the checks.
Protect records and documents. Fireproof storage areas, locked filing cabinets, backup
files, and off-site storage protect records and documents. Access to blank checks and
documents should be limited to authorized personnel. In Inglewood, California, a janitor
stole 34 blank checks, wrote checks from $50,000 to $470,000, forged the names of city
officials, and cashed them.

INDEPENDENT CHECKS ON PERFORMANCE

Independent checks on performance, done by someone other than the person who performs the orig-
inal operation, help ensure that transactions are processed accurately. They include the following:

Top-level reviews. Management should monitor company results and periodically
compare actual company performance to (1) planned performance, as shown in
budgets, targets, and forecasts; (2) prior period performance; and (3) competitors’
performance.
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analytical review - The examina-
tion of the relationships be-
tween different sets of data.

audit trail - A path that allows

a transaction to be traced
through a data processing sys-
tem from point of origin to out-
put or backward from output to
point of origin.

Analytical reviews. An analytical review is an examination of the relationships be-
tween different sets of data. For example, as credit sales increase, so should accounts
receivable. In addition, there are relationships between sales and accounts such as cost of
goods sold, inventory, and freight out.

Reconciliation of independently maintained records. Records should be rec-
onciled to documents or records with the same balance. For example, a bank
reconciliation verifies that company checking account balances agree with bank
statement balances. Another example is comparing subsidiary ledger totals with
general ledger totals.

Comparison of actual quantities with recorded amounts. Significant assets are pe-
riodically counted and reconciled to company records. At the end of each clerk’s shift,
cash in a cash register drawer should match the amount on the cash register tape. Inven-
tory should be periodically counted and reconciled to inventory records.

Double-entry accounting. The maxim that debits equal credits provides numerous op-
portunities for independent checks. Debits in a payroll entry may be allocated to numer-
ous inventory and/or expense accounts; credits are allocated to liability accounts for
wages payable, taxes withheld, employee insurance, and union dues. After the payroll
entries, comparing total debits and credits is a powerful check on the accuracy of both
processes. Any discrepancy indicates the presence of an error.

Independent review. After a transaction is processed, a second person reviews the work
of the first, checking for proper authorization, reviewing supporting documents, and
checking the accuracy of prices, quantities, and extensions.

Communicate Information and Monitor
Control Processes

The seventh component in the ERM model is information and communication. The last com-
ponent is monitoring. Both are discussed in this section of the chapter.

INFORMATION AND COMMUNICATION

Information and communication systems should capture and exchange the information needed
to conduct, manage, and control the organization’s operations. The primary purpose of an ac-
counting information system (AIS) is to gather, record, process, store, summarize, and com-
municate information about an organization. This includes understanding how transactions
are initiated, data are captured, files are accessed and updated, data are processed, and infor-
mation is reported. It includes understanding accounting records and procedures, supporting
documents, and financial statements. These items provide an audit trail, which allows trans-
actions to be traced back and forth between their origination and the financial statements.

In addition to identifying and recording all valid transactions, an AIS should properly classify
transactions, record transactions at their proper monetary value, record transactions in the proper ac-
counting period, and properly present transactions and related disclosures in the financial statements.

Communication must occur internally and externally to provide information needed to carry
out day-to-day internal control activities. All personnel must understand their responsibilities.

The updated IC framework specifies that the following three principles apply to the infor-
mation and communication process:

1. Obtain or generate relevant, high-quality information to support internal control.

2. Internally communicate the information, including objectives and responsibilities, neces-
sary to support the other components of internal control.

3. Communicate relevant internal control matters to external parties.

Accounting systems generally consist of several subsystems, each designed to process
a particular type of transaction using the same sequence of procedures, called accounting
cycles. The major accounting cycles and their related control objectives and procedures are
detailed in Chapters 14 through 18.
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MONITORING

The internal control system that is selected or developed must be continuously monitored, eval-
uated, and modified as needed. Any deficiencies must be reported to senior management and
the board of directors. Key methods of monitoring performance are discussed in this section.

PERFORM INTERNAL CONTROL EVALUATIONS Internal control effectiveness is measured
using a formal or a self-assessment evaluation. A team can be formed to conduct the evalua-
tion, or it can be done by internal auditing.

IMPLEMENT EFFECTIVE SUPERVISION Effective supervision involves training and assisting
employees, monitoring their performance, correcting errors, and overseeing employees who
have access to assets. Supervision is especially important in organizations without responsi-
bility reporting or an adequate segregation of duties.

USE RESPONSIBILITY ACCOUNTING SYSTEMS Responsibility accounting systems include
budgets, quotas, schedules, standard costs, and quality standards; reports comparing actual and
planned performance; and procedures for investigating and correcting significant variances.

MONITOR SYSTEM ACTIVITIES Risk analysis and management software packages review com-
puter and network security measures, detect illegal access, test for weaknesses and vulnerabilities,
report weaknesses found, and suggest improvements. Cost parameters can be entered to balance
acceptable levels of risk tolerance and cost-effectiveness. Software also monitors and combats vi-
ruses, spyware, adware, spam, phishing, and inappropriate e-mails. It blocks pop-up ads, prevents
browsers from being hijacked, and validates a phone caller’s ID by comparing the caller’s voice
to a previously recorded voiceprint. Software can help companies recover from malicious actions.
One risk management package helped a company recover from a disgruntled employee’s ram-
page. After a negative performance evaluation, the perpetrator ripped cables out of PCs, changed
the inventory control files, and edited the password file to stop people from logging on to the net-
work. The software quickly identified the corrupted files and alerted company headquarters. The
damage was undone by utility software, which restored the corrupted file to its original status.

All system transactions and activities should be recorded in a log that indicates who ac-
cessed what data, when, and from which online device. These logs should be reviewed fre-
quently and used to monitor system activity, trace problems to their source, evaluate employee
productivity, control company costs, fight espionage and hacking attacks, and comply with
legal requirements. One company used these logs to analyze why an employee had almost
zero productivity and found that he spent six hours a day on porn sites.

The Privacy Foundation estimated that one-third of all American workers with comput-
ers are monitored, and that number is expected to increase. Companies who monitor system
activities should not violate employee privacy. One way to do that is to have employees agree
in writing to written policies that include the following:

The technology an employee uses on the job belongs to the company.

E-mails received on company computers are not private and can be read by supervisory
personnel. This policy allowed a large pharmaceutical company to identify and terminate
an employee who was e-mailing confidential drug-manufacturing data to an external party.
Employees should not use technology to contribute to a hostile work environment.

TRACK PURCHASED SOFTWARE AND MOBILE DEVICES The Business Software Alliance
(BSA) tracks down and fines companies that violate software license agreements. To com-
ply with copyrights and protect themselves from software piracy lawsuits, companies should
periodically conduct software audits. There should be enough licenses for all users, and the
company should not pay for more licenses than needed. Employees should be informed of the
consequences of using unlicensed software.

The increasing number of mobile devices should be tracked and monitored because their
loss could represent a substantial exposure. Items to track are the devices, who has them, what
tasks they perform, the security features installed, and what software the company needs to
maintain adequate system and network security.
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computer security officer
(CSO) - An employee indepen-
dent of the information system
function who monitors the sys-
tem, disseminates information
about improper system uses
and their consequences, and
reports to top management.

chief compliance officer

(CCO) - An employee responsi-
ble for all the compliance tasks
associated with SOX and other
laws and regulatory rulings.

forensic investigators - Indi-
viduals who specialize in fraud,
most of whom have specialized
training with law enforcement
agencies such as the FBI or IRS
or have professional certifica-
tions such as Certified Fraud
Examiner (CFE).

computer forensics specialists -
Computer experts who dis-
cover, extract, safeguard, and
document computer evidence
such that its authenticity, accu-
racy, and integrity will not suc-
cumb to legal challenges.

neural networks - Computing
systems that imitate the brain's
learning process by using a
network of interconnected pro-
cessors that perform multiple
operations simultaneously and
interact dynamically.
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CONDUCT PERIODIC AUDITS External, internal, and network security audits can assess and
monitor risk as well as detect fraud and errors. Informing employees of audits helps resolve
privacy issues, deters fraud, and reduces errors. Auditors should regularly test system con-
trols and periodically browse system usage files looking for suspicious activities. During
the security audit of a health care company, auditors pretending to be computer support staff
persuaded 16 of 22 employees to reveal their user IDs and passwords. They also found that
employees testing a new system left the company’s network exposed to outside attacks.

Internal audits assess the reliability and integrity of financial and operating information,
evaluate internal control effectiveness, and assess employee compliance with management
policies and procedures as well as applicable laws and regulations. The internal audit func-
tion should be organizationally independent of accounting and operating functions. Internal
audit should report to the audit committee, not the controller or chief financial officer.

One internal auditor noted that a department supervisor took the office staff to lunch in a limou-
sine on her birthday. Wondering whether her salary could support her lifestyle, he investigated and
found she set up several fictitious vendors, sent the company invoices from these vendors, and cashed
the checks mailed to her. Over a period of several years, she embezzled more than $12 million.

EMPLOY A COMPUTER SECURITY OFFICER AND A CHIEF COMPLIANCE OFFICER A com-
puter security officer (CSO) is in charge of system security, independent of the information
system function, and reports to the chief operating officer (COO) or the CEO. The overwhelm-
ing tasks related to SOX and other forms of compliance have led many companies to delegate all
compliance issues to a chief compliance officer (CCQO). Many companies use outside computer
consultants or in-house teams to test and evaluate security procedures and computer systems.

ENGAGE FORENSIC SPECIALISTS Forensic investigators who specialize in fraud are a
fast-growing group in the accounting profession. Their increasing presence is due to several
factors, most notably SOX, new accounting rules, and demands by boards of directors that
forensic investigations be an ongoing part of the financial reporting and corporate gover-
nance process. Most forensic investigators received specialized training with the FBI, IRS,
or other law enforcement agencies. Investigators with the computer skills to ferret out fraud
perpetrators are in great demand. The Association of Certified Fraud Examiners sponsors a
Certified Fraud Examiner (CFE) professional certification program. To become a CFE, can-
didates must pass a two-day exam. Currently there are about 35,000 CFEs worldwide.

Computer forensics specialists discover, extract, safeguard, and document computer ev-
idence such that its authenticity, accuracy, and integrity will not succumb to legal challenges.
Computer forensics can be compared to performing an “autopsy” on a computer system to
determine whether a crime was committed as well as who committed it, and then marshalling
the evidence lawyers need to prove the charges in court. Some of the more common mat-
ters investigated are improper Internet usage; fraud; sabotage; the loss, theft, or corruption of
data; retrieving “erased” information from e-mails and databases; and figuring out who per-
formed certain computer activities. A Deloitte & Touche forensics team uncovered evidence
that helped convict a Giant Supermarket purchasing manager who had accepted more than
$600,000 in supplier kickbacks.

INSTALL FRAUD DETECTION SOFTWARE Fraudsters follow distinct patterns and leave clues
behind that can be discovered by fraud detection software. ReliaStar Financial used software
from IBM to detect the following:

A Los Angeles chiropractor submitted hundreds of thousands of dollars in fraudulent
claims. The software identified an unusual number of patients who lived more than
50 miles away from the doctor’s office and flagged these bills for investigation.

A Long Island doctor submitted weekly bills for a rare and expensive procedure nor-
mally done only once or twice in a lifetime.

A podiatrist saw four patients and billed for 500 separate procedures.

Neural networks (programs with learning capabilities) can accurately identify fraud. The
Visa and MasterCard operation at Mellon Bank uses a neural network to track 1.2 million



CHAPTER 10 CONTROL AND ACCOUNTING INFORMATION SYSTEMS 347

accounts. It can spot illegal credit card use and notify the owner shortly after the card is stolen.
It can also spot trends before bank investigators do. For example, an investigator learned about
a new fraud from another bank. When he went to check for the fraud, the neural network had
already identified it and had printed out transactions that fit its pattern. The software cost the
bank less than $1 million and paid for itself in six months.

IMPLEMENT A FRAUD HOTLINE People witnessing fraudulent behavior are often torn be-
tween two conflicting feelings. Although they want to protect company assets and report fraud
perpetrators, they are uncomfortable blowing the whistle, so all too often they remain silent.
This reluctance is stronger if they are aware of whistle-blowers who have been ostracized,
been persecuted, or suffered damage to their careers.

SOX mandates a mechanism for employees to report fraud and abuse. A fraud hotline
is an effective way to comply with the law and resolve whistle-blower conflict. In one
study, researchers found that 33% of 212 frauds were detected through anonymous tips.
The insurance industry set up a hotline to control $17 billion a year in fraudulent claims.
In the first month, more than 2,250 calls were received; 15% resulted in investigative ac-
tion. The downside of hotlines is that many calls are not worthy of investigation; some are
motivated by a desire for revenge, some are vague reports of wrongdoing, and others have
no merit.

Summary and Case Conclusion

One week after Jason and Maria filed their audit report, they were summoned to the of-
fice of Northwest’s director of internal auditing to explain their findings. Shortly there-
after, a fraud investigation team was dispatched to Bozeman to take a closer look at the
situation. Six months later, a company newsletter indicated that the Springer family sold
its 10% interest in the business and resigned from all management positions. Two North-
west executives were transferred in to replace them. There was no other word on the audit
findings.

Two years later, Jason and Maria worked with Frank Ratliff, a member of the high-
level audit team. After hours, Frank told them the investigation team examined a large
sample of purchasing transactions and all employee timekeeping and payroll records for a
12-month period. The team also took a detailed physical inventory. They discovered that
the problems Jason identified—including missing purchase requisitions, purchase orders,
and receiving reports, as well as excessive prices—were widespread. These problems oc-
curred in transactions with three large vendors from whom Springer’s had purchased sev-
eral million dollars of inventory. The investigators discussed the unusually high prices with
the vendors but did not receive a satisfactory explanation. The county business-licensing
bureau revealed that Bill Springer held a majority ownership interest in each of these com-
panies. By authorizing excessive prices to companies he owned, Springer earned a signifi-
cant share of several hundred thousand dollars of excessive profits, all at the expense of
Northwest Industries.

Several Springer employees were paid for more hours than they worked. Inventory
was materially overstated; a physical inventory revealed that a significant portion of re-
corded inventory did not exist and that some items were obsolete. The adjusting journal
entry reflecting Springer’s real inventory wiped out much of their profits over the past
three years.

When confronted, the Springers vehemently denied breaking any laws. Northwest consid-
ered going to the authorities but was concerned that the case was not strong enough to prove
in court. Northwest also worried that adverse publicity might damage the company’s position
in Bozeman. After months of negotiation, the Springers agreed to the settlement reported in
the newsletter. Part of the settlement was that no public statement would be made about any
alleged fraud or embezzlement involving the Springers. According to Frank, this policy was
normal. In many fraud cases, settlements are reached quietly, with no legal action taken, so
that the company can avoid adverse publicity.

fraud hotline - A phone number
employees can call to anony-
mously report fraud and abuse.
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computer forensics
specialists 346

neural networks 346

fraud hotline 347

1. Verifying the validity of credit or debit card numbers during an online transaction is an

example of
a. detective controls.
b. preventive controls.

c. application controls.
d. general controls.

2. Which one of the following is a key principle of the COBIT 5 framework?

a. ensuring an approach where
governance is effectively managed
b. focusing on IT operations

c. distinguishing between governance and
management
d. aligning with other standards at a low

level to create a support framework
for IT governance and management

3. Which of the following statements is true?

a. COSO’s internal control integrated framework is used to clearly define internal con-
trols, but the evaluation of the control systems is handled elsewhere.

b. Control activities in COSQO’s internal control model focus on control activities that are
performed at the management level.

c. The ERM model developed by COSO has a rigid three-dimensional structure that ad-
dresses four fixed management objectives, eight interrelated risk and control elements,
and five subunits within each company.

d. The ERM framework is much more comprehensive than the widely adopted IC
framework.
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4. All other things being equal, which of the following is true?
a. Detective controls are superior to preventive controls.
b. Corrective controls are superior to preventive controls.
c. Preventive controls are equivalent to detective controls.
d. Preventive controls are superior to detective controls.

5. Which of the following should assist management in reconciling the conflict between

creativity and control?

a. measuring and monitoring actual company progress with the help of a boundary
system

b. using a belief system that describes how a company creates value, assists employees
to understand management’s vision, and inspires employees to live by those core
company values

c. encouraging employees to attempt to act ethically by establishing boundaries on em-
ployee behavior so as to creatively solve problems

d. focusing subordinates’ attention on key operational issues through interactive control
systems and not interfering in their decisions

6. To achieve effective segregation of duties, certain functions must be separated. Which of the
following is the correct listing of the accounting-related functions that must be segregated?

a. control, recording, and monitoring c. control, custody, and authorization
b. authorization, recording, and custody d. monitoring, recording, and planning
7. Which of the following is not an independent check?
a. bank reconciliation c. trial balance
b. periodic comparison of subsidiary d. re-adding the total of a batch of invoices
ledger totals to control accounts and comparing it with your first total

8. Which of the following is a control procedure relating to both the design and the use of
documents and records?
a. locking blank checks in a drawer
b. reconciling the bank account
c. sequentially prenumbering sales invoices
d. comparing actual physical quantities with recorded amounts

9. Which of the following is the correct order of the risk assessment steps discussed in this chapter?

a. identify threats, estimate risk and c. estimate risk and exposure, identify
exposure, identify controls, estimate controls, identify threats, estimate
costs and benefits costs and benefits

b. identify controls, estimate risk and d. estimate costs and benefits, identify
exposure, identify threats, estimate threats, identify controls, estimate risk
costs and benefits and exposure

10. Your company’s current system is 85% reliable. A major threat has been identified with
an impact of €7,500,000. Two possible control procedures can be implemented to deal
with the identified threat. Implementation of control A would cost €45,000 and reduce
the likelihood to 7%. Implementation of control B would cost €40,000 and reduce the
likelihood to 4%. Implementation of both controls would cost €70,000 and reduce the
likelihood to 3%. Given this information, and based solely on an economic analysis of
cost and benefits, what should you do?

a. Implement control A only. c. Implement both controls A and B.
b. Implement control B only. d. Implement neither control.

DISCUSSION QUESTIONS

10.1 Answer the following questions about the audit of Springer’s Lumber & Supply.
a. What deficiencies existed in the control environment at Springer’s?
b. Do you agree with the decision to settle with the Springers rather than to prosecute
them for fraud and embezzlement? Why, or why not?
c. Should the company have told Jason and Maria the results of the high-level audit?
Why, or why not?
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10.2
10.3

10.4

10.5

10.6

10.7

Explain why the Foreign Corrupt Practices Act was important to accountants.

One function of the AIS is to provide adequate controls to ensure the safety of organi-
zational assets, including data. However, many people view control procedures as “red
tape.” They also believe that instead of producing tangible benefits, business controls
create resentment and loss of company morale. Discuss this position.

In recent years, Supersmurf’s external auditors have given clean opinions on its fi-
nancial statements and favorable evaluations of its internal control systems. Discuss
whether it is necessary for this corporation to take any further action to comply with the
Sarbanes—Oxley Act.

When you go to a movie theater, you buy a prenumbered ticket from the cashier. This
ticket is handed to another person at the entrance to the movie. What kinds of irregulari-
ties is the theater trying to prevent? What controls is it using to prevent these irregulari-
ties? What remaining risks or exposures can you identify?

Some restaurants use customer checks with prenumbered sequence codes. Each food
server uses these checks to write up customer orders. Food servers are told not to de-
stroy any customer checks; if a mistake is made, they are to void that check and write
a new one. All voided checks are to be turned in to the manager daily. How does this
policy help the restaurant control cash receipts?

Discuss the weaknesses in COSO’s internal control framework that led to the develop-
ment of the COSO Enterprise Risk Management framework.

PROBLEMS

10.1

You are an audit supervisor assigned to a new client, Go-Go Corporation, which is listed

on the New York Stock Exchange. You visited Go-Go’s corporate headquarters to become

acquainted with key personnel and to conduct a preliminary review of the company’s ac-

counting policies, controls, and systems. During this visit, the following events occurred:

a. You met with Go-Go’s audit committee, which consists of the corporate controller,
treasurer, financial vice president, and budget director.

b. You recognized the treasurer as a former aide to Ernie Eggers, who was convicted of
fraud several years ago.

c. Management explained its plans to change accounting methods for depreciation
from the accelerated to the straight-line method. Management implied that if your
firm does not concur with this change, Go-Go will employ other auditors.

d. You learned that the financial vice president manages a staff of five internal auditors.

e. You noted that all management authority seems to reside with three brothers, who
serve as chief executive officer, president, and financial vice president.

f. You were told that the performance of division and department managers is evalu-
ated on a subjective basis because Go-Go’s management believes that formal perfor-
mance evaluation procedures are counterproductive.

g. You learned that the company has reported increases in earnings per share for each
of the past 25 quarters; however, earnings during the current quarter have leveled off
and may decline.

h. You reviewed the company’s policy and procedures manual, which listed policies for
dealing with customers, vendors, and employees.

i. Your preliminary assessment is that the accounting systems are well designed and
that they employ effective internal control procedures.

j- Some employees complained that some managers occasionally contradict the in-
structions of other managers regarding proper data security procedures.

k. After a careful review of the budget for data security enhancement projects, you feel
the budget appears to be adequate.

1. The enhanced network firewall project appeared to be on a very aggressive imple-
mentation schedule. The IT manager mentioned that even if he put all of his person-
nel on the project for the next five weeks, he still would not complete the project
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in time. The manager has mentioned this to company management, which seems
unwilling to modify the schedule.

.Several new employees have had trouble completing some of their duties, and they

do not appear to know who to ask for help.

. Go-Go’s strategy is to achieve consistent growth for its shareholders. However, its

policy is not to invest in any project unless its payback period is no more than 48
months and yields an internal rate of return that exceeds its cost of capital by 3%.

. You observe that company purchasing agents wear clothing and exhibit other para-

phernalia from major vendors. The purchasing department manager proudly displays
a picture of himself holding a big fish on the deck of a luxury fishing boat that has
the logo of a major Go-Go vendor painted on its wheelhouse.

REQUIRED

The information you have obtained suggests potential problems relating to Go-Go’s
control environment. Identify the problems, and explain them in relation to the control
environment concepts discussed in this chapter.

Explain how independent performance evaluation procedures are either violated or ef-
fectively applied in each of the following situations. Identify the problem and suggest
the check required (or applied) to prevent the identified problem from occurring.

a.

The manager who oversees the corporate fleet vehicles signed off on the purchase of
15 luxury SUVs to expand the company’s fleet of cars. As soon as this was done, he
instructed that the payment be made.

At a newly opened local restaurant, waiters work six-hour shifts. There are three six-
hour shifts per day, with each shift overlapping the next. The restaurant currently has
two cash registers and these can be operated by any one of the waiters during a shift
without them requiring any form of identification. The new manager has decided
that the cash in the cash register box will be checked once every 24 hours, i.e., in the
mornings before the new shift for the day begins.

. A company’s financial clerk does a spot check of the account books and finds that there

is a discrepancy between the balances of the checking account and the bank statement.

. In July of the previous year, the inventory clerk suspects that the warehouse inven-

tory level is not being reflected accurately. When the year-end inventory was re-
viewed at the end of February of this year, his suspicions were confirmed.

There was a spike in credit sales that was not picked up by the credit sales controller.
When he was confronted by his line manager about it, he blamed the accounts
receivable department for not identifying the issue earlier. The accounts receivable
department denies that there was a spike in credit sales as their records do not indi-
cate such a change.

A new employee at a company identifies a discrepancy between the total debits and
total credits after payroll entries were finalized.

. A client calls up a store to check the availability of a specific product at the store. The

client is informed by the sales manager that he has checked their inventory system
and the stock is available for the specific product. The customer visits the store, only
to find that the product is no longer in stock. Upon querying the cashier, the client
is again informed that the inventory system shows a relatively large quantity of the
product stock being available. However, no one at the store is able to locate this stock.

. Over a period of five years, one of the managers in a company realizes that the

company does not seem to be performing as well as it forecasts and budgets for.
However, he optimistically goes on believing that things will turn for the better.

In order to speed up the processing of sales transactions, one person was made re-
sponsible both for the sales journal as well as the accounts receivable master file.
The supervisor at a local hypermarket verifies the accuracy of the cash in the cash
register box assigned to a retail clerk. Every so often an internal auditor verifies if
the supervisor actually performed this check.

. The payroll clerk realizes that the time sheets and absence records of a specific de-

partment in the organization were not in line with company policy. The supervisor of
this specific department has been on sick leave for the last three months.

351
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10.3

Match the terms with their definitions:

— 20.
21

22
—23.

1.

2.
3.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

inherent risk

general authorization
control environment

. corrective controls

. risk appetite
. application controls

. systems integrator
. utilization

. security management

strategic master plan
specific authorization
collusion

throughput

systems administrator
residual risk

data control
likelihood

analytical review
exposure

systems analysts
audit trail

audit committee
digital signature

a.

TS

—

B

Outside party hired to manage systems
development effort

Probability that a threat will come to pass

Risk that remains after management implements
internal controls or some other response to risk

Cooperation between two or more people to
thwart internal controls

Special approval needed to handle a transaction.
Company culture that is the foundation for all
other internal control components

Person who ensures an organization’s networks
operate properly

Ensures source data is approved, monitors work
flow, and handles input errors

Susceptibility of accounts or transactions to
control problems in absence of internal control
Path used to trace a transaction from origin to
output or from output to origin

Amount of work performed during a given time
period

Electronically signing a document with data
that cannot be forged

Controls that prevent, detect, and correct trans-
action errors and fraud in transaction process-
ing programs

Given to employees to handle routine transac-
tions without special approval

Controls that identify and correct problems and
recover from resulting errors

Responsible for making sure a system operates
smoothly and efficiently

Document that shows how a project will be
completed

Amount of risk company is willing to accept to
achieve its goals and objectives

Makes sure systems are secure and protected
from internal and external threats

Percentage of time a system is used

Examining relationships between different sets
of data

Potential dollar loss if a threat becomes a reality
Outside, independent directors responsible for
financial reporting, regulatory compliance, and
internal control

Controls designed to discover control problems
not prevented

Multiple year plan of projects company must
complete to achieve long-range goals

Help users determine their information needs
and design systems to meet those needs
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10.4 The Garden Nursery, a client of your firm, has come to you with the following problem.
It has three clerical employees who must perform the following functions:
Approve vendor selection
Maintain vendor payment terms
Maintain accounts payable ledger
. Handle inventory received
Authorize purchase orders
Approve receiving reports
. Maintain vendor records
. Authorize cash disbursement
Assuming equal abilities among the three employees, the company asks you to
assign the eight functions to them to maximize internal control. Assume that these em-
ployees will perform no accounting functions other than the ones listed.

SR 0 a0 o

REQUIRED

a. List four possibly unsatisfactory pairings of the functions.
b. State how you would distribute the functions among the three employees. Assume
that all functions require an equal amount of time to be completed.

10.5 During a recent review, ABC Corporation discovered that it has a serious internal con-
trol problem. It is estimated that the impact associated with this problem is $1 million
and that the likelihood is currently 5%. Two internal control procedures have been pro-
posed to deal with this problem. Procedure A would cost $25,000 and reduce likelihood
to 2%; procedure B would cost $30,000 and reduce likelihood to 1%. If both proce-
dures were implemented, likelihood would be reduced to 0.1%.

REQUIRED

a. What is the estimated expected loss associated with ABC Corporation’s internal
control problem before any new internal control procedures are implemented?

b. Compute the revised estimate of expected loss if procedure A were implemented, if
procedure B were implemented, and if both procedures were implemented.

c. Compare the estimated costs and benefits of procedure A, procedure B, and both
procedures combined. If you consider only the estimates of cost and benefit, which
procedure(s) should be implemented?

d. What other factors might be relevant to the decision?

e. Use the Goal Seek function in Microsoft Excel to determine the likelihood of occur-
rence without the control and the reduction in expected loss if the net benefit/cost
is 0. Do this for procedure A, procedure B, and both procedures together.

10.6 The management at MechDesign Industries recognizes that a well-designed internal
control system provides many benefits. Among the benefits are reliable financial re-
cords that support decision making and a greater probability of detecting errors and
preventing fraud. MechDesign Industries’ internal auditing department periodically re-
views the company’s accounting records to determine the effectiveness of internal con-
trols. In its latest review, the internal audit staff found the following eight conditions:

1. Many purchases were personally approved by the purchasing department manager
and did not have a corresponding purchase requisition.

2. The prices of some raw materials purchased from a specific vendor are unusually
high and this vendor is not on the preferred vendor list.

3. There was a sudden increase in backorders for recorded sales orders over the last
two months.

4. Many purchase orders are recorded as being open. However, when the purchase order

tracking is done, orders have been received.
. There are many customers returns due to defective products.
6. Since cleaning materials are not part of the production stock, and the maintenance
supervisor is responsible for the cleaning materials’ requisitioning, he also orders
and receives the cleaning materials.

9
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10.7

7. Many employees have access to a range of business processes and activities—
including to some of the functions that they do not currently perform.

8. The payroll director has been working in the company for about six years without
taking a single day of leave. When the employee was unexpectedly hospitalized, fic-
titious employees were identified on the payroll by the director who had temporarily
replaced the hospitalized employee.

REQUIRED
For each of the eight conditions detected by the company’s internal audit staff:

a. Identify a possible cause of the condition.
b. Recommend controls and/or actions would correct the condition and prevent it from
happening again.

For the following scenarios, describe the recommendations the internal auditors should

make to prevent these problems in the future.
Scenario 1: After working together at a local school cafeteria for over eight years,
two elderly women employees announce their retirement citing reasons of wanting to
spend more time with their families. They were loved by the learners at the school and
were considered to be considerate, pleasant, caring, and loyal by the other employees
at the cafeteria as well as the school authorities. They also always offered to come
in early to work and stay back late to cash up. However, soon after their retirement,
the authorities discover a sharp increase in their daily cash deposits for the cafeteria.
Noting this significant difference, they investigated the matter, and the retired em-
ployees’ theft was uncovered.
Scenario 2: An employee who works in the production department of a large com-
pany manages to get access to the company storehouse. He pockets several materi-
als from the storehouse, only some of which was purchased for his personal use.
In the inventory journal, he excludes the quantity purchased for his personal use in
recording the parts issued to the production department. Noting differences in the
inventory records and the actual quantities available at the storehouse, the company
hires an internal auditor to investigate the matter.

10.8 Tralor Corporation manufactures and sells several different lines of small electric

components. Its internal audit department completed an audit of its expenditure pro-

cesses. Part of the audit involved a review of the internal accounting controls for

payables, including the controls over the authorization of transactions, accounting
for transactions, and the protection of assets. The auditors noted the following items:

1. Routine purchases are initiated by inventory control notifying the purchasing depart-
ment of the need to buy goods. The purchasing department fills out a prenumbered
purchase order and gets it approved by the purchasing manager. The original of the
five-part purchase order goes to the vendor. The other four copies are for purchasing,
the user department, receiving for use as a receiving report, and accounts payable.

2. For efficiency and effectiveness, purchases of specialized goods and services are ne-
gotiated directly between the user department and the vendor. Company procedures
require that the user department and the purchasing department approve invoices for
any specialized goods and services before making payment.

3. Accounts payable maintains a list of employees who have purchase order approval au-
thority. The list was updated two years ago and is seldom used by accounts payable clerks.

4. Prenumbered vendor invoices are recorded in an invoice register that indicates the re-
ceipt date, whether it is a special order, when a special order is sent to the requesting
department for approval, and when it is returned. A review of the register indicated that
there were seven open invoices for special purchases, which had been forwarded to op-
erating departments for approval over 30 days previously and had not yet been returned.

5. Prior to making entries in accounting records, the accounts payable clerk checks
the mathematical accuracy of the transaction, makes sure all transactions are prop-
erly documented (the purchase order matches the signed receiving report and the
vendor’s invoice), and obtains departmental approval for special purchase invoices.

6. All approved invoices are filed alphabetically. Invoices are paid on the 5th and 20th
of each month, and all cash discounts are taken regardless of the terms.
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7. The treasurer signs the checks and cancels the supporting documents. An original
document is required for a payment to be processed.

8. Prenumbered blank checks are kept in a locked safe accessible only to the cash dis-
bursements department. Other documents and records maintained by the accounts
payable section are readily accessible to all persons assigned to the section and to
others in the accounting function.

REQUIRED

Review the eight items listed, and decide whether they represent an internal control

strength or weakness.

a. For each internal control strength you identified, explain how the procedure helps
achieve good authorization, accounting, or asset protection control.

b. For each internal control weakness you identified, explain why it is a weakness and
recommend a way to correct the weakness. (CMA, adapted)

Lancaster Company makes electrical parts for contractors and home improvement retail
stores. After their annual audit, Lancaster’s auditors commented on the following items
regarding internal controls over equipment:

1. The operations department that needs the equipment normally initiates a purchase
requisition for equipment. The operations department supervisor discusses the pro-
posed purchase with the plant manager. If there are sufficient funds in the requesting
department’s equipment budget, a purchase requisition is submitted to the purchas-
ing department once the plant manager is satisfied that the request is reasonable.

2. When the purchasing department receives either an inventory or an equipment pur-
chase requisition, the purchasing agent selects an appropriate supplier and sends
them a purchase order.

3. When equipment arrives, the user department installs it. The property, plant, and
equipment control accounts are supported by schedules organized by year of acquisi-
tion. The schedules are used to record depreciation using standard rates, depreciation
methods, and salvage values for each type of fixed asset. These rates, methods, and
salvage values were set 10 years ago during the company’s initial year of operation.

4. When equipment is retired, the plant manager notifies the accounting department so
the appropriate accounting entries can be made.

5. There has been no reconciliation since the company began operations between the
accounting records and the equipment on hand.

REQUIRED

Identify the internal control weaknesses in Lancaster’s system, and recommend ways to
correct them. (CMA, adapted)

10.10 The Langston Recreational Company (LRC) manufactures ice skates for racing, figure

skating, and hockey. The company is in Kearns, Utah, so it can be close to the Olympic
Ice Shield, where many Olympic speed skaters train.

Given the precision required to make skates, tracking manufacturing costs is very
important to management so it can price the skates appropriately. To capture and collect
manufacturing costs, the company acquired an automated cost accounting system from
a national vendor. The vendor provides support, maintenance, and data and program
backup service for LRC’s system.

LRC operates one shift, five days a week. All manufacturing data are collected and
recorded by Saturday evening so that the prior week’s production data can be processed.
One of management’s primary concerns is how the actual manufacturing process costs
compare with planned or standard manufacturing process costs. As a result, the cost ac-
counting system produces a report that compares actual costs with standard costs and
provides the difference, or variance. Management focuses on significant variances as
one means of controlling the manufacturing processes and calculating bonuses.

Occasionally, errors occur in processing a week’s production cost data, which re-
quires the entire week’s cost data to be reprocessed at a cost of $34,500. The current
risk of error without any control procedures is 8%. LRC’s management is currently
considering a set of cost accounting control procedures that is estimated to reduce the

355
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risk of the data errors from 8% to 3%. This data validation control procedure is pro-
jected to cost $1,000 per week.

REQUIRED

a. Perform a cost/benefit analysis of the data validation control procedures.

b. Based on your analysis, make a recommendation to management regarding the con-
trol procedure.

c. The current risk of data errors without any control procedures is estimated to be 8%.
The data control validation procedure costs $1,000 and reduces the risk to 3%. At
some point between 8% and 3% is a point of indifference—that is, Cost of reprocess-
ing the data without controls = Cost of processing the data with the controls + Cost of
controls. Use a spreadsheet application such as Excel Goal Seek to find the solution.

CASE 10-1 The Greater Providence Deposit & Trust Embezzlement

Nino Moscardi, president of Greater Providence Deposit
& Trust (GPD&T), received an anonymous note in his
mail stating that a bank employee was making bogus
loans. Moscardi asked the bank’s internal auditors to in-
vestigate the transactions detailed in the note. The investi-
gation led to James Guisti, manager of a North Providence
branch office and a trusted 14-year employee who had
once worked as one of the bank’s internal auditors. Guisti
was charged with embezzling $1.83 million from the bank
using 67 phony loans taken out over a three-year period.

Court documents revealed that the bogus loans
were 90-day notes requiring no collateral and ranging in
amount from $10,000 to $63,500. Guisti originated the
loans; when each one matured, he would take out a new
loan, or rewrite the old one, to pay the principal and inter-
est due. Some loans had been rewritten five or six times.

The 67 loans were taken out by Guisti in five names,
including his wife’s maiden name, his father’s name, and
the names of two friends. These people denied receiving
stolen funds or knowing anything about the embezzle-
ment. The fifth name was James Vanesse, who police said
did not exist. The Social Security number on Vanesse’s
loan application was issued to a female, and the phone
number belonged to a North Providence auto dealer.

Lucy Fraioli, a customer service representative who
cosigned the checks, said Guisti was her supervisor and
she thought nothing was wrong with the checks, though
she did not know any of the people. Marcia Perfetto,
head teller, told police she cashed checks for Guisti
made out to four of the five persons. Asked whether she
gave the money to Guisti when he gave her checks to
cash, she answered, “Not all of the time,” though she
could not recall ever having given the money directly to
any of the four, whom she did not know.

Guisti was authorized to make consumer loans up
to a certain dollar limit without loan committee approv-
als, which is a standard industry practice. Guisti’s origi-
nal lending limit was $10,000, the amount of his first

fraudulent loan. The dollar limit was later increased to
$15,000 and then increased again to $25,000. Some of
the loans, including the one for $63,500, far exceeded
his lending limit. In addition, all loan applications should
have been accompanied by the applicant’s credit his-
tory report, purchased from an independent credit rating
firm. The loan taken out in the fictitious name would not
have had a credit report and should have been flagged
by a loan review clerk at the bank’s headquarters.

News reports raised questions about why the fraud was
not detected earlier. State regulators and the bank’s inter-
nal auditors failed to detect the fraud. Several reasons were
given for the failure to find the fraud earlier. First, in check-
ing for bad loans, bank auditors do not examine all loans
and generally focus on loans much larger than the ones in
question. Second, Greater Providence had recently dropped
its computer services arrangement with a local bank in favor
of an out-of-state bank. This changeover may have reduced
the effectiveness of the bank’s control procedures. Third,
the bank’s loan review clerks were rotated frequently, mak-
ing follow-up on questionable loans more difficult.

Guisti was a frequent gambler and used the embez-
zled money to pay gambling debts. The bank’s losses
totaled $624,000, which was less than the $1.83 million
in bogus loans because Guisti used a portion of the bor-
rowed money to repay loans as they came due. The
bank’s bonding company covered the loss.

The bank experienced other adverse publicity prior to
the fraud’s discovery. First, the bank was fined $50,000 af-
ter pleading guilty to failure to report cash transactions ex-
ceeding $10,000, which is a felony. Second, bank owners
took the bank private after a lengthy public battle with the
State Attorney General, who alleged that the bank inflated
its assets and overestimated its capital surplus to make its
balance sheet look stronger. The bank denied this charge.

1. How did Guisti commit the fraud, conceal it, and
convert the fraudulent actions to personal gain?
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2. Good internal controls require that the custody, re- type of fraud. In what way does this case indicate a
cording, and authorization functions be separated. lack of proper segregation of duties?
Explain which of those functions Guisti had and 6. Discuss how Greater Providence might improve its
how the failure to segregate them facilitated the loan review procedures at bank headquarters to mini-
fraud. mize its fraud risk. Was it a good idea to rotate the
3. Identify the preventive, detective, and corrective assignments of loan review clerks? Why, or why not?

controls at GPD&T, and discuss whether they were
effective.

. Explain the pressures, opportunities, and rational-

izations that were present in the Guisti fraud.

. Discuss how Greater Providence Deposit & Trust

. Discuss whether Greater Providence’s auditors

should have been able to detect this fraud.

Are there any indications that the control environment
at Greater Providence may have been deficient? If so,
how could it have contributed to this embezzlement?
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might improve its control procedures over the dis-

. . . Source: John Kostrezewa, “Charge: Embezzlement,” Providence
bursement of loan funds to minimize the risk of this

Journal-Bulletin (July 31, 1988): F-1.

AlIS in Action Solutions

QuUlZ KEY

1. Verifying the validity of credit or debit card numbers during an online transaction is an
example of
a. detective controls. [Incorrect. Controls designed to discover control problems that
were not prevented. ]
b. preventive controls. [Incorrect. Controls that deter problems before they arise.]
» c. application controls. [Correct. Controls that prevent, detect, and correct transaction er-
rors and fraud in application programs.]
d. general controls. [Incorrect. Controls designed to make sure an organization’s infor-
mation system and control environment is stable and well managed.]

2. Which one of the following is a key principle of the COBIT 5 framework?

a. ensuring an approach where governance is effectively managed [Incorrect. It provides
a holistic approach that ensures not only effective governance but also effective main-
tenance of all IT functions in the company.]

b. focusing on IT operations [Incorrect. It does not just focus on IT operations; it inte-

grates all IT functions and processes into company-wide functions and processes.]

. distinguishing between governance and management [Correct.]

d. aligning with other standards at a low level to create a support framework for IT gov-
ernance and management [Incorrect. It can be aligned at a high level with other stan-
dards and frameworks to ensure an overarching support framework for IT governance
and management.]

3. Which of the following statements is true?

a. COSO’s internal control integrated framework is used to clearly define internal con-
trols, but the evaluation of the control systems is handled elsewhere. [Incorrect. COSO’s
internal control integrated framework not only defines the internal controls but
also provides guidance in terms of the evaluation and enhancing of internal control
systems. ]

b. Control activities in COSQO’s internal control model focus on control activities that are
performed at the management level. [Incorrect. It focuses on control activities at all
levels and stages in the business process as well as technology.]

c. The ERM model developed by COSO has a rigid three-dimensional structure that ad-
dresses four fixed management objectives, eight interrelated risk and control elements,
and five subunits within each company. [Incorrect. The management objectives and the
interrelated risk and control elements are necessary for the ERM model. However, the
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five subunits are dependent on the organization itself—there may be more or less of
these in a given company.]

d. The ERM framework is much more comprehensive than the widely adopted IC frame-
work. [Correct.]

. All other things being equal, which of the following is true?

a. Detective controls are superior to preventive controls. [Incorrect. The reverse is true—
preventive controls are superior to detective controls. Preventive controls keep an error or ir-
regularity from occurring. Detective controls uncover an error or irregularity after the fact.]

b. Corrective controls are superior to preventive controls. [Incorrect. The reverse is
true—preventive controls are superior to corrective controls. Preventive controls
keep an error or irregularity from occurring. Corrective controls fix an error after
the fact.]

c. Preventive controls are equivalent to detective controls. [Incorrect. Preventive controls
keep an error or irregularity from occurring. Detective controls uncover an error or ir-
regularity after the fact.]

d. Preventive controls are superior to detective controls. [Correct. With respect to con-
trols, it is always of utmost importance to prevent errors from occurring.]

. Which of the following should assist management in reconciling the conflict between

creativity and control?

a. measuring and monitoring actual company progress with the help of a boundary sys-
tem [Incorrect. Management can measure, monitor, and compare actual company
progress to the budgetary and performance goals that are previously set through a diag-
nostic control system.]

b. using a belief system that describes how a company creates value, assists employees
to understand management’s vision, and inspires employees to live by those core com-
pany values [Correct.]

c. encouraging employees to attempt acting ethically by establishing boundaries on em-
ployee behavior so as to creatively solve problems [Incorrect. Employees should be
helped to act ethically, not merely encouraged to attempt ethical behavior.]

d. focusing subordinates’ attention on key operational issues through interactive control
systems, and not interfering in their decisions [Incorrect. Managers should focus sub-
ordinates’ attention on key strategic issues with the help of interactive control systems
and be more involved in their decisions.]

. To achieve effective segregation of duties, certain functions must be separated. Which of the

following is the correct listing of the accounting-related functions that must be segregated?
a. control, recording, and monitoring [Incorrect. See Figure 10-4.]

b. authorization, recording, and custody [Correct. See Figure 10-4.]

c. control, custody, and authorization [Incorrect. See Figure 10-4.]

d. monitoring, recording, and planning [Incorrect. See Figure 10-4.]

. Which of the following is not an independent check?

a. bank reconciliation [Incorrect. A bank reconciliation is an independent check, as are
top-level reviews, analytical reviews, reconciling two independently maintained sets
of records, comparisons of actual quantities with recorded amounts, double-entry ac-
counting, and independent reviews.]

b. periodic comparison of subsidiary ledger totals to control accounts [Incorrect. A pe-
riodic comparison of subsidiary ledger totals to control accounts is an independent
check, as are top-level reviews, analytical reviews, reconciling two independently
maintained sets of records, comparisons of actual quantities with recorded amounts,
double-entry accounting, and independent reviews. ]

c. trial balance [Incorrect. A trial balance is an independent check, as are top-level re-
views, analytical reviews, reconciling two independently maintained sets of records,
comparisons of actual quantities with recorded amounts, double-entry accounting, and
independent reviews. ]

d. re-adding the total of a batch of invoices and comparing it with your first total [Cor-
rect. One person performing the same procedure twice using the same documents,
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such as re-adding invoice batch totals, is not an independent check because it does not
involve a second person, a second set of documents or records, or a second process.]

. Which of the following is a control procedure relating to both the design and the use of

documents and records?

a. locking blank checks in a drawer [Incorrect. Locking blank checks in a drawer is not a
control procedure related to the design of documents.]

b. reconciling the bank account [Incorrect. Reconciling the bank account is not a control
procedure related to the design of documents.]

c. sequentially prenumbering sales invoices [Correct. Designing documents so that they
are sequentially prenumbered and then using them in order is a control procedure relat-
ing to both the design and the use of documents.]

d. comparing actual physical quantities with recorded amounts [Incorrect. Comparing actual
quantities to recorded amounts is not a control procedure related to the design of documents.]

. Which of the following is the correct order of the risk assessment steps discussed in this

chapter?

a. identify threats, estimate risk and exposure, identify controls, estimate costs and benefits
[Correct. See Figure 10-3.]

b. identify controls, estimate risk and exposure, identify threats, estimate costs and benefits
[Incorrect. See Figure 10-3.]

c. estimate risk and exposure, identify controls, identify threats, estimate costs and benefits
[Incorrect. See Figure 10-3.]

d. estimate costs benefits, identify threats, identify controls, estimate risk and exposure
[Incorrect. See Figure 10-3.]

Your company’s current system is 85% reliable. A major threat has been identified with an

impact of €7,500,000. Two possible control procedures can be implemented to deal with

the identified threat. Implementation of control A would cost €45,000 and reduce the like-
lihood to 7%. Implementation of control B would cost €40,000 and reduce the likelihood to

49%. Implementation of both controls would cost €70,000 and reduce the likelihood to 3%.

Given this information, and based solely on an economic analysis of cost and benefits,

what should you do?

a. Implement control A only. [Incorrect. Control procedure A realizes a net benefit of
€555,000. This is less than that of both control procedure B, which realizes a €785,000
benefit as well as that of the combination of controls A and B, which realizes the high-
est net benefit of €830 000.]

b. Implement control B only. [Incorrect. Control procedure B realizes a net benefit of
€785,000, which is less than the benefit of the combination of both controls, which
realizes a net benefit of €830,000.]

c. Implement both control A and control B, [Correct. The combination of control proce-
dures A and B realizes the highest net benefit of €830,000.]

d. Implement neither control. [Incorrect. Both controls realize a net benefit. Control proce-
dure A realizes a net benefit of €555,000, and control procedure B realizes a net profit of
€785,000 The combination of controls A and B realizes the highest net benefit of €830,000.]

Expected loss (EL): 1125000
Impact 7 500 000
Likelihood 0.15

Net
Reduction in Cost of Benefit
Control Likelihood Impact Revised EL EL Control (Cost)
A 0.07 7 500 000 525000 600 000 45000 555 000
B 0.04 7 500 000 300000 825 000 40000 785 000
Both 0.03 7 500 000 225000 900 000 70 000 830 000
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